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Dear Younger Lawyer Division Members:
As Chair of the Younger Lawyers Division, 

it is my honor to introduce you to the Spring 
edition of the YLD Perspectives e-newsletter. 
This is the second of three such publications 
during my term. 

Publications Committee co-Chairs Ashley 
Gallagher and Dan Weigel have (alongside 
their able committee and the articles’ authors) 
yet again put together a timely publication 

that addresses today’s issues—mandating vaccines in the 
workplace, keeping data private in the digital age, and many 
more. Plus, we have an update from our moot court committee 
who put on a very successful Thurgood Marshall Moot Court 
Competition, for the first time hosting a virtual competition 
composed of forty teams from thirty-four different schools. 

The YLD is now busy planning the Summer Law Clerk 
Program and our StepUp Pro Bono Challenge continues. For 
more information on how to get involved, please become a 
YLD member, join a committee by contacting the committee 
chair, and keep up to date on our activities by continuing 
to read the YLD Perspectives. For the most up-to-date 
information, like us on Facebook, join us on LinkedIn, and 
follow us on Twitter, too. 

Please reach out if I can ever be of service,

Anna W. Howard
FY21 Younger Lawyers Division Chair
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Message from the Editors
by Ashley Gallagher and Dan Weigel

Dear Younger Lawyers Division Members:
 Welcome to the Spring 2021 edition of Perspectives, the Federal Bar Association Younger Lawyers 

Division’s newsletter. With another season already behind us, 2021 is turning out to be an eventful year 
in the realm of legal developments, predictions, and updates and events hosted and organized by the 
Younger Lawyers Division. We hope our readers find this issue as insightful as we did! 

Thank you to our authors, the 2020-2021 Publications Committee, Younger Lawyers Division Chair 
Anna W. Howard, Director of Sections and Divisions Mike McCarthy, and former editor and Chair of the 
Perspectives Publications Committee, Erin McAdams Franzblau. We are so appreciative of the invaluable 
experience and guidance you have continued to offer throughout the publication process. 

Ashley Gallagher is a senior associate at Johnson Jackson PLLC in 
Tampa, Florida, practicing management-side labor and employment 
law. She has served on the board of the Federal Bar Association Younger 
Lawyers Division since 2020 and is currently secretary of the Tampa Bay 
Chapter of the Federal Bar Association.

     
Dan Weigel is a Litigation Attorney at Taylor English 

Duma, LLP in Atlanta, Georgia, with a practice focusing on 
Intellectual Property and Commercial Litigation matters. He 
has served on the board of the Federal Bar Association Younger 
Lawyers Division since 2020 and is an active member of the 
Atlanta Division of the Federal Bar Association. 
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Teams representing schools from across the 
country participated in the 26th Annual Thurgood 
Marshall Memorial Moot Court Competition 
from March 8-12, 2021. After cancelling the oral 
argument portion of the 2020 Competition due 
to the COVID-19 Pandemic, the entire 2021 
competition was held virtually.  

The competition kicked off on Monday, March 
8th with a virtual program and a welcome keynote 
address from Colonel Luis O. Rodriguez, Associate 
Judge, U.S. Army Court of Criminal Appeals. 
Following the welcome address, all were invited 
to a training to address any questions regarding 
the virtual format. While initially nervous about 
potential challenges (such as mute button mishaps, 
miscommunications, and screen delays), there 
were ultimately very few and the competition ran 
smoothly. 

Making it one of the premier moot court 
competitions in the country, the oral argument 
rounds mirror real court proceedings.  As in 
previous years, the volunteer judges who serve 
as judges in the competition are actual state or 
federal judges, practitioners, or scholars, thereby 
reinforcing the “real world” experience for the law 
students.  While oral argument rounds are normally 
held in courthouses in Washington, D.C., as lawyers 
have had to pivot to virtual hearings, conferences, 
and even trials in some cases, students participated 
in the oral argument rounds virtually via Zoom this 
year.   FBA Staff served as Bailiffs in the virtual 
courtrooms.  Following the oral argument rounds, 
judges submitted their scores and feedback via an 
online platform. 

The 2021 problem was authored by the Hon. 
Melissa Burns, U.S. Magistrate Judge for the 
District of Arizona.  The problem presented two 
constitutional issues arising from a hypothetical 
federal criminal case: improper search and seizure 
under the Fourth Amendment and a defendant’s 
due process right to a complete defense at trial.  
With regard to the first issue, Defendant Kenny 
Bearson was convicted of two counts of first-
degree murder.  Evidence at trial included a pawn 
shop receipt that the police had seized from the 
defendant’s home.  The pawn shop receipt, which 
was seen in plain view, indicated that the defendant 
had pawned several rifles (some capable of 
shooting bullets that were found at the scene of the 
crime) weeks after the murders.  Before going into 
the defendant’s home, the police met at the front 
door where the defendant’s sister, who apparently 
had been smoking medicinal marijuana and, after 

questioning from the police, consented to let them 
enter.  Eventually those issues found their way to 
the U.S. Supreme Court.  

Each of the teams submitted a written brief, 
supporting either the Petitioner or Respondent, 
and participated in two preliminary rounds, taking 
place Tuesday, March 9th and Wednesday, March 
10th.  Following the preliminary rounds, teams 
were ranked based on a combination of written 
and oral argument scores and the top sixteen 
teams advanced to the next round.   The playoff 
rounds, which consisted of the round of sixteen, 
quarterfinal, semi-final, and final rounds, took place 
Thursday, March 11th and the morning of Friday, 
March 12th.  The teams advanced in the playoff 
rounds based on a combination of written and oral 
argument scores.  The final round was held on the 
afternoon of March 12th.  During this round, the 
competition champion was selected based on oral 
argument in the final round only. The final round 
panel consisted of Judge Paulette Burton Senior 
Judge at US Army Court of Criminal Appeals, Judge 
Fansu Ku Trial Judge at US Army Judge Advocate 
General’s Corps, Judge Dan Polster of the Northern 
District of Ohio, and FBA President West Allen. 

The annual Thurgood Marshall Memorial 
Moot Court Competition is the Younger Lawyers 
Division’s signature event.  Initially developed as 
a means to demonstrate the value of the YLD’s 
board to the FBA and FBA membership at large, 
the competition has grown to be one of the most 
prestigious moot court competitions in the country, 
creating the opportunities for law students to 
develop their written and oral advocacy skills.  
Now in its 26th year, the competition continues to 
create meaningful opportunities for law students.  
Growing from its inaugural competition, in 
addition to the Problem Author—who writes the 
competition problem and bench brief—the Moot 
Court Committee solicits over 75 volunteer judges 
for the preliminary rounds alone.  In recent years, 
Competition Directors—who are selected by the 
YLD Board of Directors—oversee the competition, 
coordinating with the FBA staff and working groups 
and committees.  

This year’s Competition Directors, Amy Boyle 
(YLD Treasurer and Board Member), Ben Barnes 
(YLD Board Member), and Ben Reese (YLD Board 
Member), thank all who volunteered their time to 
serve as judges during the weeklong competition;
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the final round judges; the YLD Board; the Moot 
Court Committee; Colonel Luis O. Rodriguez; Army 
JAG Corps and the Foundation of the Federal 
Bar Association, who generously sponsored the 
competition; the participants and their coaches, 
who impressed with their oral advocacy skills and 
careful preparation; and the dedicated FBA staff 
whose efforts make the competition a success year 
after year. 

If you know of any law students eager to learn 
about federal practice, please encourage them to 
participate in the Thurgood A. Marshall Memorial 
Moot Court Competition. The YLD Moot Court 
Committee is also looking for a Problem Author for 
the 2022 Competition.  If you are interested, please 
contact Amy Boyle (boyle@halunenlaw.com). 

2021 Moot Court Winners
1st Place Brief: University of Kansas School of Law 
(Team 20)

2nd Place Brief: Drexel University Thomas R. Kline 
School of Law (Team 19)

3rd place Brief: University of Illinois College of Law 
(Team 7)

1st Place Preliminary Round Oralist: Caleb 
Kampsen – The University of Kansas School of Law 
(Team 20)

2nd Place Preliminary Round Oralist: (TIE) 
Delaney Gold-Diamond – UCLA School of Law 
(Team 2); Seth Connell – Regent University School 
of Law (Team 13); Andrew Peterson – University of 
Minnesota Law School (Team 17)  

3rd Place Preliminary Round Oralist: Ben Ramberg 
– The University of Kansas School of Law (Team 
20)

Best Final Round Oralist: Delaney Gold-Diamond – 
UCLA School of Law (Team 2)

Overall Champion: UCLA School of Law (Team 2)

2nd Place: Regent University School of Law (Team 
13)

3rd Place: University of Miami School of Law (Team 
21)

Amy E. Boyle 
is an employment 
attorney at Halunen 
Law in Minneapolis, 
Minnesota. Her 
practice consists of 
representing plaintiffs 
in discrimination, 
retaliation, and 
whistleblower cases; 

advising clients regarding various employment 
matters; and negotiating severance agreements.  
Amy is the Treasurer and a member of the 
National Board of Directors for the FBA Younger 
Lawyers Division, and a Programming Co-
Chair and member of the FBA Alternative 
Dispute Resolution Section.   
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For the third time in as many presidencies, a 
new president has entered office with his political 
party in control of both Chambers of Congress.  
That shift to unified government—with Democrats 
in control of both Chambers of Congress as well as 
the presidency—will be a marked departure from 
the period of divided government that preceded 
it—where Democrats controlled the House but 
Republicans controlled the Senate and the White 
House.  The move to unified government will surely 
impact both the nature and focus of congressional 
oversight.  Here is what to expect.

Why Congress’s Investigative Focus Will Shift 
As anyone who has ever watched CSPAN 

knows, Congress sometimes uses its investigatory 
power for political ends.  As a result, congressional 
hearings and investigations necessarily have 
communicative, theatrical, and political elements.1  

It should come as no surprise, then, that during 
periods of divided government, Congress is more 
likely to investigative the executive branch.2 
Recent experience bears out that reality. During 
much of the Obama Administration, Republicans 
controlled the House of Representatives. And 
investigations initiated by committees in the 
Republican-controlled House—led primarily by the 
powerful House Oversight & Government Reform 
Committee—overwhelmingly focused on allegations 
of misconduct and overreach by the executive 
branch.3 To give just a few examples, House 
Republicans conducted lengthy investigations into 
the ATF’s Fast & Furious Operation,4 the terrorist 
attacks on the U.S. embassy in Benghazi, Libya,5 
and the IRS’s consideration of tax-exempt status 
applications by tea-party groups.6  Meanwhile, 
in the Senate, where Democrats reigned during 
the middle four years of the Obama Presidency, 
investigations focused on issues pertinent to the 
Democrats’ policy agenda, such as regulation of 
Wall Street7 and climate change.8

That pattern held, for the most part, during 
the Trump Administration. For the first two years, 
when Republicans controlled Congress, there were 
relatively few congressional investigations into 
the executive branch. Rather, other entities—the 
Office of the Special Prosecutor, private litigants, 
and state attorneys general—were the driving force 
behind investigations into the executive branch.  

That all changed when Democrats won control 
of the House in the 2018 mid-term elections. 
Like House Republicans during the Obama 
Administration, House Democrats promised 
aggressive congressional investigations into the 

Trump Administration. They delivered on that 
promise, initiating two impeachments and a score 
of other committee investigations scrutinizing 
executive-branch activities ranging from the 2016 
election to the Trump Administration’s actions on 
immigration and border enforcement.9  

Congressional Investigations on the Horizon
With President Biden in the White House and 

Democrats controlling both the Senate and the 
House, the focus of congressional oversight seems 
likely to move away from the executive branch.  
That does not mean, however, that congressional 
oversight and congressional investigative activity 
will wane.  

To the contrary, the House passed a rules 
package10 that strengthened its investigatory 
powers.  For example, the new rules expand “the 
investigative jurisdiction of the Select Committee 
on the Climate Crisis.”11  And, with the conclusion 
of the second impeachment trial early this year, 
passage of the COVID-19 stimulus package last 
month, and Senate confirmation of the first wave of 
major executive appointments, Congress now has 
additional time for investigative activity. 

As with prior periods of unified government, that 
investigative activity is likely to focus on the private 
sector—in particular, industries and activities that 
align with the policy objectives of the Democrats 
now controlling both chambers of Congress.  

The technology industry is likely to find itself 
subject to congressional investigations. Executives 
from some of the biggest tech companies—
including Google, Facebook, and Twitter—recently 
testified before the House Energy and Commerce 
Committee on “Social Media’s Role in Promoting 
Extremism and Misinformation.”12 That hearing 
was just the latest of the series of hearings on and 
investigations of “Big Tech”—and it is unlikely to 
be the last, as both parties seem eager to consider 
a variety of reforms and regulations.  Of note, 
Senator Amy Klobuchar—the new Chairwoman of 
the Senate Antitrust Subcommittee—has proposed 
substantial changes to antitrust law designed 
to rein in Big Tech.13  Republican lawmakers 
have expressed a willingness to consider similar 
proposals.14  

With less bipartisan support, the current 
Congress will likely launch investigations into and 
hold more hearings on private industry’s impacts 
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on to climate change. Senator Sheldon Whitehouse, 
for example, recently sent a letter15 to Attorney 
General Merrick Garland calling for a civil fraud 
investigation of the fossil fuel industry, perhaps 
foreshadowing a similar congressional investigation. 
And the House Select Committee on the Climate 
Crisis held a hearing16 exploring the “Growing Risks 
and Costs of Inaction,” while another committee 
held a hearing17 on “Restoring the Vital Mission of 
the EPA.”  

Banking and other financial services companies 
are also likely to come under renewed congressional 
scrutiny. In March, the Senate Committee on 
Banking, Housing, and Urban Affairs questioned 
the surge in so-called “retail trading”—where 
individual investors execute trades through online 
brokerage firms—and the corresponding market 
instability exemplified by the wild swings in the 
price of GameStop stock.18 Similar hearings and 
investigations may also come from the newly 
formed19 House Select Committee on Economic 
Disparity and Fairness in Growth.

And, of course, a slew of investigations related 
to the ongoing COVID-19 global health crisis seems 
inevitable. The House Select Subcommittee on 
the Coronavirus Crisis appears poised to continue 
its investigations into for-profit nursing homes 
and their handling of the pandemic.20 The Senate 
Committee on Finance also recently held a hearing 
on “COVID-19 in the Nation’s Nursing Homes.”21 
Issues arising from development and distribution 
of the various COVID-19 vaccines also seem 
likely targets of congressional scrutiny, with the 
House Select Subcommittee on the Coronavirus 
Crisis launching investigations into one concierge 
medical provider’s administration of the vaccine22 
and issues concerning vaccine manufacture.23  
Beyond investigations into companies in the 
healthcare industry, expect Congress to continue 
probing potential fraud or misuse of the nearly $1 
trillion in economic aid delivered to businesses 
through the Paycheck Protection Program and the 
Economic Injury Disaster Loan Program.24  Indeed, 
the CARES Act created a congressional oversight 
panel to monitor such abuses.25  

Conclusion
Like so much in Washington, the tenor and scope 

of congressional oversight activity depends on who 
is in power. And with one party in control of the 
House, the Senate, and the White House, we can 
expect that the focus of congressional oversight 
and investigations will be trained on the private 
sector and focus heavily on advancing the policy 
priorities of the Democrats controlling those three 
levers of power.

Eric R. Nitz is a 
partner at MoloLamken 
LLP.  His practice 
focuses on white collar 
investigations and 
defense, congressional 
investigations, and 
appeals.

Kenneth E. Notter 
III is an associate at 
MoloLamken LLP.  His 
practice focuses on 
complex civil litigation, 
white collar matters, 
intellectual property 
disputes, and appellate 
litigation.
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Can Private Employers Require Their Employees to Get 
Vaccinated for COVID-19?
by Jade Robinson

On December 14, 2020, the first COVID-19 
vaccine was administered in the United States. 
With more and more members of the population 
receiving the vaccine every day, there is a renewed 
hope that we will soon live in a country where 
most of the population is vaccinated and we will 
soon return to pre-pandemic life. In light of the 
foregoing, lawyers need to be educated on how 
widespread vaccination may have legal implications 
in the workplace. 

For example, one question on employers’ and 
employees’ minds alike is whether employers can 
require their employees to receive the COVID-19 
vaccine. What if employees do not want to receive 
the vaccine? Can private employers implement 
a COVID-19 vaccine mandate? Recent Equal 
Employment Opportunity Commission (“EEOC”) 
guidance says yes: Employers can require their 
employees to receive the COVID-19 vaccine, but 
employers must make exceptions for employees’ 
religious and disability accommodations in 
accordance with Title VII of the Civil Rights Act of 
1964 (“Title VII”), the Americans with Disabilities 
Act (“ADA”), and any State or local civil rights laws 
such as the Ohio Civil Rights Act.1

While employers may implement a vaccine 
mandate, employers should consider the 
implications of the equal employment laws to 
ensure compliance.

Title VII and ADA Accommodations
One potential implication is with respect 

to religious accommodations. Employees with 
a sincerely held religious belief, practice, or 
observance that equates to that of traditional 
religious views may request that an employer 
provides a reasonable accommodation for the 
employee’s religious practice.2 Employers must 
work with employees to consider all possible 
reasonable accommodations and only if all 
reasonable accommodations would cause the 
employer to expend more than a “de minimis cost” 
may employers deny the request.3  

Employees who have established a disability 
as defined by the ADA can request a reasonable 
accommodation in order to avoid receiving the 
COVID-19 vaccine.4 Employers may request 
proof of this disability5 through a doctor’s note, 
prescription, or health insurance record.6 Once an 
employee requests an accommodation, employers 
must determine if a reasonable accommodation is 
feasible or whether the request will pose an undue 
hardship for the employer.7 “Undue hardship” 
considerations include the amount of employees 

who have received the vaccine at the workplace, 
the amount of the unvaccinated employee’s contact 
with others, the unvaccinated employee’s position, 
and the nature of the workforce.8

Examples of reasonable accommodations 
include providing masks, gloves, and other personal 
protective equipment and allowing the employee to 
continue working remotely while other employees 
return to the office. If remote work is not feasible, 
then the employee could be reassigned to a less 
populated worksite. If the unvaccinated employee 
wishes to attend in-person work events such as 
holiday parties or social outings, employers may 
also need to inform the unvaccinated employee 
that he or she will need to wear a mask, will need 
to remain socially distanced, and may have to eat 
separately from this or her coworkers to minimize 
potential exposure. 

Current EEOC guidance states that employers 
who implement a vaccine mandate may prohibit 
unvaccinated employees from entering the 
workplace if all reasonable accommodations would 
not reduce or eliminate the risk of unvaccinated 
employees exposing other employees to the virus.9  

Employers should allow unvaccinated employees 
to work remotely when feasible to completely 
eliminate the risk of exposure if possible.  However, 
where it is impossible to do so, not only may 
these unvaccinated  employees be prohibited 
from entering the workplace, but employers may 
terminate these unvaccinated employees. For 
example, a manufacturing employer implements 
a vaccine mandate, and an employee does not 
have a medical or religious reason for remaining 
unvaccinated.  This manufacturing employee 
cannot be remote due to the nature of their 
manufacturing job and it remains seemingly 
infeasible to truly socially distance at the 
manufacturing worksite.  This employee could be 
terminated.  The workplace should be extremely 
close-quartered and impossible to social distance. 
Other examples include restaurants and hospitals.  
It is still important to remember that if the 
circumstances support a termination decision, 
such a decision is a risky one and should only be 
made after discussions with counsel to ensure 
employers would not be violating any possible 
equal employment opportunity laws at the federal, 
state, or local levels. Additionally, it is important to 
think about the impact that such a termination may 
have on workplace culture. 

Employers should consider creating or revisiting 
their standard accommodation forms and overall 
processes to prepare for potential employee 
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accommodation requests. The accommodation 
policy could state that political beliefs regarding 
the vaccine are not a sufficient reason to request 
an accommodation in order to likely lower the 
number of requests the employer receives.10 
When an accommodation request is received, the 
request should be documented and maintained 
in the employee’s personnel file. Employers 
should determine whether to grant an employee’s 
accommodation request on a case-by-case basis. 
Lawyers should counsel employers through this 
process.

Designate an Employee or Committee to 
Implement the Vaccine Mandate

Employers should consider designating a 
committee or employee who will be responsible for 
receiving and reviewing the accommodation forms, 
following the policy, and communicating with higher 
level employees regarding the implementation 
of the mandate and any problems that may arise.  
This committee or employee could also track when 
employees receive the vaccine. 

With or without implementing a vaccine mandate, 
employers can ask employees to provide proof of 
their vaccination as long as the employer instructs 
the employee to remove any medical information 
from the vaccination proof before sending it to the 
employer.11 Any information collected regarding 
vaccinations should be treated as confidential and 
stored appropriately. 

When tracking which employees have submitted 
vaccination proof and following up, employers 
should avoid asking why an employee did not or 
will not receive the vaccine unless the employer 
can prove that the questions are “job-related and 
consistent with business necessity.”12 To meet 
this requirement, employers must show that the 
unvaccinated employees will be a direct threat to 
other employees at the workplace. For example, if 
employees are working in close quarters with other 
employees, such as at distribution or manufacturing 
sites, it may be easier to prove that unvaccinated 
employees are a direct threat to others in the 
workplace.

If Unionized, Consult the Collective 
Bargaining Agreement

Collective Bargaining Agreements might prevent 
mandatory vaccinations outright or may give rise 
to a duty to bargain. Employers should consider 
reviewing the Collective Bargaining Agreement and 
begin necessary negotiations with the union sooner 
rather than later so that employers can expedite 
their implementation of a vaccine mandate.

If federal, state, or local laws require vaccines in 
the near future, then employers will only have to 
bargain over how the vaccine is administered rather 
than if a vaccine mandate can be implemented 
as employers have no duty to bargain over 
nondiscretionary changes in terms and conditions 

of employment mandated by federal, state, or local 
law.13 

Consider Covering the cost of Employees’ 
Vaccinations

Covering the cost of the vaccine will likely 
encourage employees to be vaccinated.  Employers 
may also offer incentives to encourage employees 
to receive the vaccine. Employers should avoid 
offering the vaccine onsite as pre-screening vaccine 
questionnaires could trigger the ADA and Genetic 
Information Nondiscrimination Act (“GINA”).14  
Lawyers may suggest that clients contract with 
a third-party medical provider to administer the 
vaccine to employees and direct clients to the 
recent Centers for Disease Control workplace 
vaccination guidance.15

While the law is evolving, encouraging employees 
to receive the vaccine in lieu of a mandate is the 
best practice to have the majority of the workforce 
vaccinated without implementing a mandate and 
triggering the ADA, Title VII, and GINA.  Balancing 
employee relations and workplace culture should 
be strongly considered before implementing a 
mandate. Indeed, the fact that a vaccine mandate 
may be legally permissible does not dictate whether 
it is the right choice for every employer.

Jade Robinson is an 
attorney in Cincinnati, 
Ohio at Faruki, 
PLL.  She specializes in 
employment disputes, 
breach of contract, and 
other complex civil 
litigation matters. To 
read more about or 

to contact Jade, her contact information is on 
Faruki’s website here.
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Anonymous, No More: Data Privacy in the Genetic Age1 
by Talia Sukol Karas

Recent developments in genetic research 
have created significant challenges relating to 
the proliferation of data. In a study published in 
2009, scientists successfully isolated and identified 
the DNA of individuals from a DNA composite 
comprised from the genes of many individuals.2 
The scientists re-individualized pieces of DNA 
in a mixture that contained genetic information 
from over a thousand individuals. The researchers’ 
approach could “rapidly and sensitively” identify 
trace amounts (<1%) of an individual’s DNA.

Scientists have sought to balance the push 
for genetic research in medicine with a desire to 
keep the identity of research subjects private. The 
motivation for using genomic mixtures is that by 
using genetic information from a large group of 
individuals, genomic mixtures should, in theory, 
mask individual-level information. However, this 
study revealed that individual-level information 
can still be discerned from these complex samples.

In a second study, published in 2013, researchers 
successfully identified the surnames of male 
individuals who had contributed purportedly 
anonymous genetic information to research.3 

Researchers triangulated short genetic sequences 
on the Y chromosome and publicly available 
information on genetic genealogy databases with 
other metadata such as age and location. The 
technique relied on free and publicly accessible 
information on the internet, and researchers were 
successful in identifying multiple participants. In 
this study, scientists sought to clarify the question of 
how private this allegedly de-identified information 
was in fact.  The answer was: not very private at all. 

Through genetic research, scientists have 
advanced the treatment and prevention of numerous 
diseases.4 Law enforcement has solved cases long 
gone cold and families have been reunited through 
genetic testing.5 But the advances have not been 
strictly positive in the minds of some. Families have 
discovered unknown half-siblings.6 Information 
about the genetic component of a blood relative’s 
disease is not always welcomed. Now, individuals 
who generously donated their genetic information 
for research purposes could one day receive a 
notice that scientists have identified them from 
among a pool of information previously thought to 
be anonymous. 

As the Presidential Commission for the study 
of bioethical issues posited in their 2012 report, 
concerns about privacy are documented in the 
ancient Greek political writings.7 Moreover, 
although the word “privacy” does not appear 
in the United States Constitution, courts have 
recognized an implicit right of privacy in the Bill 

of Rights.8 Furthermore, courts have used the 
Due Process Clause to protect individual privacy 
related to  medical, marital, sexual, and family 
planning decisions.9  States have also legislated on 
issues of privacy, creating privacy torts, breach of 
confidentiality torts, or even a right to privacy in 
the state constitution.10 In 2008, the U.S. Congress 
passed the Genetic Information Nondiscrimination 
Act (GINA). GINA protects individuals from 
employment and health insurance discrimination 
based on genetic information.11 

In the United Nations Report of the Special 
Rapporteur on the promotion and protection of the 
right to freedom of opinion and expression, Frank 
La Rue espoused the importance of anonymous 
expression, particularly through the lens of state 
surveillance.12 Special Rapporteur La Rue chastised 
entities for creating “back doors,” i.e., weakened 
security protections that allow for law enforcement 
access. This concern applies in the realm of genetic 
information, too. Not only could the government 
make determinations based on genetic information, 
for instance, admittance to public higher education 
institutions, but also private entities could 
surveil and benefit from commercial use of this 
information, like by selling drug manufacturers lists 
of individuals with genetic diseases.

The U.S. Supreme Court has recognized the 
right to anonymity in other contexts. During the 
1950’s and 1960’s, the Court protected anonymity 
by allowing members of controversial groups to 
remain unidentified in order to ensure the First 
Amendment right to free association.13 More 
recently, the Court has protected anonymity 
by allowing individuals engaged in personal 
political activity, i.e., passing out leaflets or 
gathering petitions, to remain unidentified.14 In 
light of the 2009 and 2013 studies that call into 
question whether genetic information can be truly 
anonymized, it is helpful to look to privacy law in 
sectors where information is by its very nature 
identifiable to an individual in order to consider 
how a privacy regime for genetic information might 
be constructed.   

Under the Fair Credit Reporting Act (FRCA), 
all people are entitled to a yearly free credit 
report, information about their file in the event of 
identity theft, fraud, receipt of public assistance, 
adverse action stemming from credit report 
information, or unemployment with expectations 
to apply for employment within 60 days.15 Under 
the FRCA, individuals have a right to dispute 
incomplete or inaccurate information contained 

Anonymous, No More: Data Privacy in the Genetic 
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in their credit report, credit reporting agencies 
must make corrections to credit reports within 30 
days, reporting agencies may  not report negative 
information that is more than 7 years old or 
bankruptcy information more than 10 years old, 
access to files is limited to those with a valid need, 
businesses must obtain an individual’s consent 
before requesting a credit report on an employee 
or potential employee, and individuals can limit 
prescreened offers of credit. 

These principles offer insight into how genome-
sequencing information could be protected. 
Individuals should have a right to information 
connected to their genomic data, such as a yearly 
report detailing the uses of their information and 
any incidental findings. Individuals should also 
receive notice when there is any breach of their 
privacy and should obtain additional protections 
when such an event occurs. Anti-discrimination 
protections should prevent life and disability 
insurers from making policy determinations based 
on genetic information. There should exist a right 
to damages in cases of breach from both the entity 
entrusted with their data and from entities that 
wrongfully obtained their data.

The challenge with applying FRCA controls is 
that credit reporting, by its nature, is individualized 
to a named person. In contrast, genetic 
information for research purposes ideally should 
be anonymous. Maintaining the kinds of records 
that increase a person’s control over their genome 
sequencing information could make it even easier 
for entities to identify genetic information donors. 
Any attempt to install a regime of genetic privacy 
rights will necessarily need to address this tension 
between the enforceable protections that come 
with identifiability and the security of remaining 
anonymous.

The 1996 Health Insurance Portability and 
Accountability Act (HIPAA) establishes a set     
of standards that safeguard protected health 
information (PHI) held by health providers and 
insurers.16 Failure to establish and comply with 
these procedures is itself a HIPAA violation, 
regardless of whether an unauthorized disclosure 
occurs.  Patients have a right to request and receive 
a copy of their medical records within 30 days of 
the request. Safeguard rules apply to electronic PHI 
(e.g., requiring encryption if data extends beyond 
a firewall) and physical realities (e.g., computer 
screens cannot be visible from public areas).17 
HIPAA requires appointment of a Security Officer 
and Privacy Officer to conduct annual risk audits.18 
Entities must notify HHS within 60 days of a breach 
and must notify the media and individuals about 
breaches involving greater than 500 patients.19 
HIPAA establishes penal standards of up to $50,000 

for negligence or $50,000 per offense for willful 
neglect.20 

Similar safeguards should apply for genetic 
information. Entities that encounter genetic 
information must maintain policies that safeguard 
this information and should be strictly liable for 
failing to do so. Research subjects should have 
a right to request and receive a copy of their 
information. Electronic and physical safeguards, 
the appointment of officers to conduct risk audits, 
notification rules for breach, and penal standards 
for failure to comply should all be established.  

In some ways, HIPAA is a good model for genetic 
information privacy. HIPAA concerns similar kinds 
of information, i.e., health and medical data. HIPAA 
involves similar parties i.e., patients and physicians 
or medical researchers. HIPAA protections as 
applied to genetic information   would be helpful. 

The shortcomings of applying HIPAA protections 
are similar to the difficulty with applying FRCA. 
In this instance, too, personally identifiable 
health information is by its very nature identified, 
whereas genetic research information seeks to be 
anonymous. However, if current research reveals 
that it is not possible to truly anonymize genetic 
information, then creating protections that 
implicitly recognize that genetic information is not 
anonymous would be satisfactory (or at least an 
improved outcome).

In short, in developing a regime of genetic 
privacy rights, one’s right to be anonymous should 
not form a central part of that regime unless 
and until additional research makes clear that 
anonymization is possible. In the event it is not 
possible, a better model for establishing privacy 
rights would be those models in place with respect 
to identifiable information.

Talia Sukol Karas is 
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in Flannery | Georga-
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complex government 
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Pharmaceutical Company Brings Lawsuit in Florida  
to Stop Alleged 340B Fraud
by Jacqueline Bain

On November 3, 2020, Gilead Sciences Inc. filed 
a 19-Count Complaint in the Southern District of 
Florida seeking damages from and injunctions 
against 58 defendants for their part in an alleged 
scheme to defraud Gilead for millions of dollars. 
The defendants are comprised of medical clinics, 
laboratories, pharmacies and their owners, officers, 
and employees.1 

Gilead is a pharmaceutical company that 
develops and manufactures drugs for the 
prevention and treatment of HIV, AIDS, hepatitis B, 
and hepatitis C.2 Gilead has created a medication 
assistance program that provides eligible uninsured 
persons with free medication to help protect them 
from becoming infected with HIV.3 Gilead alleges 
that the defendants are exploiting the program’s 
charitable purpose for their own financial gain, 
endangering patients in the process.

The alleged scheme is complex and involves many 
people participating in a widespread conspiracy, 
yet it is exactly the type of convoluted scheme that 
regulators and insurance companies target. If the 
allegations are true, nearly 60 fraudulent operators 
will have to find another line of business. The Office 
of Inspector General (“OIG”) is likely to follow this 
very closely to determine if federal charges should 
follow.

The alleged scheme is as follows:
1. Medical clinics recruit low income or homeless 

individuals to serve as patients.
The defendant medical clinics employ van 

drivers who search for low-income or homeless 
persons who they can convince to come to the 
clinic for so-called “wellness checks.” In exchange 
for the person’s participation, the clinic pays the 
patient a small fee.4

2. Medical clinics prescribe those patients 
medically unnecessary medications.

The van drivers bring the patients to the medical 
clinic, where the patient has blood tests and a 
wellness check with a doctor or nurse practitioner. 
As a result of these wellness checks, the clinic 
prescribes HIV or AIDS medication or prevention 
medication to the patient.5

3. Medical clinics then falsely certify to Gilead 
that the prescriptions are medically necessary.

The clinic and the prescribers certify to Gilead 
that the medication is medically necessary for 
the patient, that it will be used as directed, and 
that the prescriber will supervise the patient’s 
treatments. The CDC advises healthcare providers 
to follow up with patients every three months to 
conduct any necessary tests, assess the individual’s 

continued risk of HIV infection, and answer any 
questions.6 Gilead alleges that the medication is 
often not medically necessary, that it will not be 
used as directed, and that the patient will not be 
supervised.7

4. Medical clinics seek reimbursement from 
Gilead for the cost of those medications.

Gilead’s program reimburses medication 
dispensed and pays the dispensing pharmacy a 
dispensing fee.8 Because the clinics participate in 
the U.S. government’s 340B Drug Pricing Program, 
they pay a steeply discounted price for each bottle 
of medication that they buy.9 The 340B Drug 
Pricing Program is designed to expand patient 
access to essential medication – including HIV and 
AIDs medications and prevention medications – at 
reduced costs.10

5. Medical clinics unlawfully remove the 
medication from its original packaging, separate it 
from its original labeling, and repackage it prior to 
dispensing it to the recruited patient.

Federal laws and regulations provide that 
these medications must be dispensed only in their 
original packaging (which is designed to prevent 
degradation or contamination of the tablets) and 
accompanied by their approved labeling and 
package insert (which contain warnings necessary 
to avoid adverse reactions).11 Moreover, the 
manufacturing lot numbers are printed on each 
bottle for quality control and recalls.12

The medical clinics arrange to receive the 
medication on behalf of their patients and offer 
patients an additional small payment each time 
they return to retrieve the prescribed medication, 
allegedly to secure additional reimbursements 
from Gilead for the “refills” and to create an audit 
trail.13 In many instances, the recruits do not 
return to pick up their medication, but the clinic 
refills it anyway, stockpiling the medication. The 
pharmacy removes the medication tablets from 
their packaging, separates them from their FDA-
approved instructions for use, and places them in 
generic bottles. This renders them “misbranded 
drugs” under federal law, which are unlawful to 
possess, sell, or distribute. Sometimes, the clinic 
re-dispenses the misbranded drugs to obtain a 
second wrongful reimbursement.14

6. Medical clinics repurchase the medications 
back from patients at a discount so they can be 
resold at a higher price on the black market. 

After patients finish their sham “wellness 
checks,” are enrolled in the program, and receive 
the medication, the medical clinic will offer to 
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buy the medication back from the patient for as 
little as $10, encouraging the patient to sell the 
medication by claiming that it may have dangerous 
side effects.15 Many patients, who earn little income 
and need the money, accept the offer.

Gilead finally alleges that the medical clinics’ van 
drivers offer the patients an additional $10 to go 
to a different medical clinic and repeat the same 
process from the beginning.16

7. Conclusion
Gilead’s lawsuit seeks an injunction that 

prohibits the defendants from participating in 
Gilead’s medication assistance program and from 
further participating in the scheme set forth above. 
The lawsuit has entered a lengthy discovery phase, 
wherein all defendants and Gilead will divulge 
requested information to each other. Should the 
allegations be true, the net effect of the scheme 
is that the defendants diverted resources and 
discounts for expensive medication away from 
uninsured low-income Americans who actually 
really needed them.

Gilead and drug manufacturers are not the 
only parties injured when persons undertake 
actions like those alleged in the complaint. The 
340B program is administered by the Federal 
Government, using Federal tax dollars. Moreover, 
with specific regard to Medicaid, States expend 
resources devoted to rebates and in service to 
Medicaid recipients. Although the 340B program 
is relatively new, there are many consultants and 
businesses out there who recognize the industry as 
the opportunity for illicit gain. Attorneys and those 
advising in the space should acquaint themselves 
with the numerous unscrupulous tactics and actors 
that each participating entity is up against. Simply 
complying with the regulations associated with the 
340B program is not enough. Advisors must have a 
working knowledge of Federal and State healthcare 
fraud laws, as well.
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