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While these figures have remained fairly steady since 2010, the 
statistics do not reveal the evolutionary changes in who is “blowing 
the whistle,” what information they are bringing in support of their 
claims, and how the government is investigating and supporting 
FCA actions. The qui tam relator role is no longer reserved for the 
prototypical insider or disgruntled employee envisioned when 
Congress strengthened the FCA’s whistleblower provisions in 
1986. Increasingly, FCA cases are being filed by corporate relators 
who have filtered and analyzed vast swaths of data to identify their 
target defendants. The government, too, has pursued a number 
of initiatives in recent years that proactively use data analytics to 
identify problematic conduct in certain sectors. And, while data 
alone certainly is not sufficient to prove an FCA violation, it can be 
powerful supporting evidence of wrongdoing as well as the basis for 
large financial recoveries.2

This article looks at the use of data mining in FCA prosecutions, 

specifically qui tam cases, and highlights several high-profile fraud 
cases built on data. In light of these developments, the article also 
offers practical advice to those who do business with, or receive pay-
ments from, the government on how to use data mining to mitigate 
risk, encourage compliance, and—if necessary—defend against FCA 
liability.

Data Mining in Government Investigations
The concept of data mining is not new. For years, private industry 
has been using sophisticated algorithms and software to mine large 
sources of data to identify patterns and highlight trends.3 The govern-
ment has followed suit, most publicly and proactively in healthcare 
fraud initiatives, but also in investigating and prosecuting financial, 
procurement, and other types of fraud cases.

Using Healthcare Claims Data to Find Trends and Target Outliers 
The U.S. government has a vast array of healthcare data available 
at its fingertips. Each time a healthcare provider submits a claim to 
Medicare or Medicaid, for example, the provider feeds dozens of 
pieces of information to regulators, including the patient’s name and 
date of birth, the place and date of service, the current procedural 
terminology (CPT) code that describes the service provided, and 
the supporting diagnosis code. Electronic Health Record (EHR) 
systems have the capacity to collect even more information that can 
become subject to government inquiries and oversight. 

The government routinely looks to healthcare claims data to 
identify patterns of potential fraud and to substantiate (or disprove) 
allegations of fraudulent billing. Indeed, the Department of Health 
and Human Services (HHS) Office of Inspector General (OIG)—the 
federal agency most directly tasked with overseeing the Medicare 
program—prides itself on its data analytics team. In its own words, 
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“OIG uses Data Driven Decision Making to produce outcome 
focused results.”4 Further, OIG notes that it “leverages sophisticated 
data analysis to identify and target potential fraud schemes and areas 
of program waste and abuse.”5 

Through the Medicare Fraud Strike Force, an initiative that began 
in 2007, HHS-OIG joined forces with the FBI and the Department of 
Justice (DOJ) to leverage the available data in pursuing nationwide 
and industrywide healthcare fraud schemes.6 The stated goal of the 
Strike Force (now one component of the Health Care Fraud Preven-
tion and Enforcement Action Team, or HEAT) was to “shift[]from a 
‘pay and chase’ approach toward fraud prevention” in healthcare.7 

One of the most far-reaching examples of the use of data mining 
occurred in 2015, when the government examined the billing prac-
tices of compound pharmacies on an industrywide basis. Compound 
pharmacies were targeted for investigation due to an atypical and 
aberrant spike in billing to the TRICARE program, as identified in 
government reporting. The government used a panoply of data tools 
to identify “outlier” pharmacies and providers—that is, providers 
whose prescribing and fulfilling patterns stood out relative to their 
peers. Investigators looked at trend analyses, top-billing pharmacies, 
and pharmacies with relatively few prescribers responsible for large 
numbers of claims. After flagging more than $1 billion in suspect 
pharmaceutical claims, DOJ pursued and recovered tens of millions 
in FCA payments from the most egregious offenders.8

More recently, the government has used its data assessment 
capabilities to support DOJ’s opioid initiative, announced by 
then-Attorney General Sessions in 2018. In an oft-repeated speech, 
Attorney General Sessions proudly promoted the Opioid Fraud and 
Abuse Detection Unit, a new data analytics program that focuses on 
opioid-related healthcare fraud. In his words, this unit uses data and 
data-mining techniques to “tell us important information—who is 
prescribing the most drugs, who is dispensing the most drugs, and 
whose patients are dying of overdoses.”9 

The results—with respect to opioid cases in particular—have 
been staggering, and the effort is ongoing. In June 2018, more than 
600 individuals were arrested on charges related to an estimated 
$2 billion in false billing for opioid prescriptions.10 The following 
year, opioid manufacturer Insys Therapeutics reached a settlement 
regarding its role in the national crisis and agreed to pay $195 million 
to resolve a number of FCA actions that had been filed against it.11 
Shortly thereafter, in July 2019, Reckitt Benckiser Group paid $1.2 
billion to settle both criminal and civil charges stemming from its 
marketing of an opioid treatment drug.12 And in January 2020, an 
electronic health records vendor reached a $118.6 million settle-
ment with the federal government and several states to resolve FCA 
charges that it had solicited and accepted kickbacks from opioid and 
other pharmaceutical companies in exchange for embedding “alerts” 
in the records software that were designed to encourage and increase 
unnecessary prescriptions.13 Government officials have noted the 
importance of data analytics to these enforcement efforts.14 

Beyond Healthcare—Use of Data in Other Enforcement Contexts 
The government is making increasing use of data mining to aid 
enforcement in areas other than healthcare, too. In the wake of the 
2008 financial crisis, for example, DOJ created a Financial Fraud 
Enforcement Task Force that, among other things, examined govern-
ment-backed housing loans and default information to pursue FCA 
and other charges against some of the country’s largest mortgage 

lenders.15 The effort led to nearly $2 billion in recoveries in 2016 
alone. DOJ also has warned that it is using data analytics in securities 
and market manipulation investigations and prosecutions.16 

In a similar vein, in November 2019, DOJ launched a Procure-
ment Collusion Strike Force (PCSF), which focuses on potential 
antitrust violations by government contractors.17 In announcing the 
Strike Force, the assistant attorney general specifically noted: “The 
Strike Force will work on ways to improve our use of data analytics 
programs to identify potential ‘red flags’ of collusion in government 
procurement data. Many investigative agencies individually have 
made great strides on this front, and the PCSF will serve to facilitate 
collaboration and the sharing of best practices between these agen-
cies.”18 Although the PCSF is driven by criminal antitrust concerns, 
its creation was no doubt driven by the criminal cases and civil FCA 
settlements that DOJ reached with a number of South Korean com-
panies that had engaged in bid-rigging on Department of Defense 
fuel supply contracts.19 

In addition to putting companies on notice that the government 
is using data analytics to investigate areas of potential fraud, DOJ 
officials have noted that companies within target industries can use 
similar analytical approaches to monitor their compliance internally: 

Whereas we are able to identify indicators and anomalies from 
market-wide data, companies have better and more imme-
diate access to their own data. For that reason, if misconduct 
does occur, our prosecutors are going to inquire about what 
the company has done to analyze or track its own data re-
sources—both at the time of the misconduct, as well as at the 
time we are considering a potential resolution.20 

Data Analytics in Individual FCA Investigations and Prosecutions
Government investigators and attorneys also routinely examine 
datasets on a more defendant- or case-specific level to test wheth-
er allegations of fraud are consistent with the data. These inquires 
also help develop evidence that can be used either in settlement 
discussions or at trial. Once more, the Medicare claims data, which 
is available to DOJ attorneys and law enforcement agents, provides 
the most familiar examples. For instance, a DOJ attorney might ask 
whether the Medicare claims data reveals a pattern or concentration 
of referring or prescribing physicians for reimbursable lab tests or 
pharmaceuticals. Does the patient population for the service or test-
ing make sense clinically, or does the data suggest that the services 
were medically unnecessary?21 Did a provider routinely use a higher 
reimbursement code in its billing when a less expensive service was 
likely used (a practice known as “upcoding”)?22 

Even where the government does not have the necessary data 
at its fingertips, it may seek data from a target company via subpoe-
na or Civil Investigative Demand. For example, a company selling 
commercial items through a General Services Administration (GSA) 
schedule contract might be asked to provide sales and pricing data 
for both its government and private sector sales so that investigators 
can query whether the company complied with discount disclosure 
requirements and the contract’s pricing requirements.23 

Data comes into play again after the government’s investigation 
substantiates a suspected FCA violation and the question of potential 
damages arises. Medicare claims data, for example, can reveal how 
much was actually paid on a set of allegedly false claims. Likewise, 
sales data can be used in a GSA pricing case to determine how much 
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the government may have overpaid for commercial items because of 
an asserted failure to comply with the contractual pricing formu-
la. And, although a detailed discussion is beyond the scope of this 
article, the use of statistical sampling to support FCA liability and 
damages claims remains an active and controversial subject among 
practitioners in this area.24 

Whistleblowers’ Use of Data to Bring Cases
The government is not alone in using data to identify potential FCA 
violations and develop cases. Whistleblowers and their counsel 
are using information creatively to find and file qui tam actions. 
These cases are not based on an individual’s insider knowledge of a 
company’s practices, but on a strategic analysis of available data. The 
“whistleblower” in these cases might be a competitor company, an 
industry advisor, or even an entity created for the purpose of iden-
tifying potential FCA actions. This phenomenon has been around 
for a while—in 1996, an entity named Health Outcomes Technology 
mined publicly available Medicare and Medicaid claims data to file 
FCA claims against nearly a hundred hospitals that showed up as 
outliers in the numbers of complex pneumonia cases being billed.25 

A more recent example of data-driven relators is Integra Med, 
a data analytics firm based in Austin, Texas, which filed a number 
of qui tam actions in various jurisdictions based on the company’s 
analysis of Medicare claims data.26 Integra Med described itself as a 
company that “specializes in using statistical analysis to uncover and 
prove fraud.”27 In its more recent cases, Integra Med indicated that 
it analyzed Medicare inpatient claims data from 2011 through 2017 
to determine statistical abnormalities and potential areas of fraud.28 
Intriguingly, courts that have analyzed Integra Med’s role as a relator 
have acknowledged that the company is not “a prototypical FCA 
relator in that it had no insider relationship with Defendants,” but 
found that fact “is not enough to bar its suit.”29

While Integra Med has been able to allege statistical variances in 
its billing analysis, it has been seemingly unable to convince the gov-
ernment to intervene in either of its two recent healthcare data min-
ing cases. And, Integra Med has not fared much better on its own. 
Courts in both Texas and California have recently stymied Integra 
Med’s ability to pursue these theories on their own—generally find-
ing that data analysis by itself is not enough to overcome the federal 
pleading standards required for fraud cases.30 The implicit sugges-
tion, therefore, seems to be that data analysis alone is insufficient to 
bring a case past the motion to dismiss hurdle. Successful relators 
will likely need more than just simply data metrics—they will need 
data plus information related to scienter and the actual quintessential 
“who, what, where, when, and why” of the alleged fraud scheme.

Another illustrative example of the pioneering use of data is a 
series of nearly a dozen FCA cases filed by the National Health Care 
Analysis (NHCA) Group. The founder of the NHCA Group, John 
Mininno, made a series of explosive allegations prior to filing any of 
these qui tam suits in an article titled “Medicare Scammers Steal $60 
Billion a Year. This Man Is Hunting Them.”31 In the article, Mininno 
was described as a “big-data entrepreneur,”32 and he recalled that 
when the Centers for Medicare & Medicaid Services made health-
care data available to the public, he viewed it as “a massive business 
opportunity,” specifically with regard to qui tam suits. 

In total, the approximately dozen NHCA lawsuits named 38 de-
fendants and purportedly implicated “more than 73 million prescrip-
tions written by hundreds of thousands of different physicians for 

millions of different Medicare beneficiaries.”33 DOJ ultimately moved 
to dismiss the lawsuits, alleging that the relator’s investigations were 
without merit and were “contrary to the public interest.”34 While 
DOJ was mostly successful in dismissing these suits, at least one of 
these matters is still pending.35 

The effect of the NHCA lawsuits remains to be seen, but it seems 
to bolster the findings of the Integra Med cases—data mining, by 
itself, will not be sufficient to whet the government’s interest to inter-
vene in a FCA case. Nonetheless, it seems likely that future relators 
will continue exploring the contours of data mining and buttressing 
data with other, more quintessential “whistleblower” evidence. 

Limitations on Data Mining
Any discussion on the use of data mining and its ability to affect 
government FCA prosecutions must necessarily include a conversa-
tion on data’s limitations. While the ability to mine millions of rows 
of data is no doubt impressive and revolutionary, it is not the be-all, 
end-all panacea to rooting out alleged fraud. We highlight three 
particular limitations of data.

First, data by itself does not necessarily prove any material falsity. 
For example, when a physician is an outlier in the number of pro-
cedures ordered, there is nothing inherently false in the ordering of 
those procedures. After all, someone always needs to be the number 
one performer or biller. Similarly, when a bank underwrites more 
FHA-backed loans that default compared to other banks, that data 
alone does not prove that anything false occurred that would trigger 
liability under the FCA. 

While this idea—that data mining does not necessarily prove 
falsity—is intuitive, the temptation to overly extrapolate meaning 
into data is a concern. Very often, in the course of advocacy, lawyers 
(on all sides) impute meaning into statistical variations. While most 
statistics students can detect the difference between correlation and 
causation in a purely analytical method, lawyers often blur these 
distinctions in the context of advocacy. Therefore, while this might 
be an obvious point, it is an important one—data is often a starting 
point for an investigation rather than a defining conclusion of an 
investigation. 

Second, and related to the first point, data analytics generally do 
not provide direct evidence of FCA scienter (knowledge, actual or 
reckless disregard). In this respect, the FCA punishes only those ac-
tions that are made “knowingly.” Mere mistakes or negligence is not 
actionable under the FCA. Thus, for example, even when a physician 
submits false claims, these claims are not necessarily actionable. Fur-
ther, certain patterns that might be apparent in the context of data 
mining could simply be the result of repeated innocent mistakes. 
Therefore, data should not necessarily be used to prove scienter. 

Nonetheless, when other evidence—either direct or circumstan-
tial—supports the knowledge and falsity elements of an FCA claim, 
the data can provide powerful supporting and consistent evidence. 
Further, if the data was available to a defendant but it did not look 
at or analyze its own conduct, the defendant’s intent might be 
questioned. For example, if the problem or issue was known in the 
industry as a risk area, or if the defendant was required by contract 
or regulation to track its compliance, then a failure to do so might 
be construed as deliberate ignorance. Therefore, data can be used to 
buttress scienter evidence, but it is often used as just that—buttress-
ing evidence, rather than being definitive conclusory evidence. 

Third, we caution that that relators, in particular, need to be 
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cautious about over-reliance on publicly available data. As the above 
case examples of Integra Med and NHCA prove, data alone often is 
insufficient to whet the government’s appetite for intervention. But, 
more fatally, it is possible that courts will subsequently find that pure 
data analysis is insufficient to overcome the FCA’s public disclosure 
bar. As a general matter, the FCA’s public disclosure bar prohibits re-
lators from pursuing FCA cases where their information has already 
been publicly disclosed. While the threshold for a public disclosure 
bar was reduced under the amendments as part of the Affordable 
Care Act, the bar nonetheless does still preclude relators from pursu-
ing cases unless they can show that they have “materially added” to 
publicly disclosed information. It remains an open question whether 
data mining publicly available data will be sufficient to overcome the 
public disclosure bar’s requirements. 

Practical Compliance Tips for All Attorneys
In light of the government’s and relators’ focus on data analysis, po-
tential target companies and their counsel should consider adapting 
their practices and incorporating compliance measures to reflect and 
protect against this new wave of cases. Below are several practical 
tips to get ahead of the curve.

First, as a threshold matter, understand the emergence of data-driv-
en analysis. By recognizing that regulators are increasingly harnessing 
and using the power of data to identify outliers, healthcare providers 
and contractors can begin the process of undertaking proactive steps 
to ensure maximum compliance and reduce their risk. 

Second, to the extent it is not done already, take measures to col-
lect and store relevant data. On the defense side, while most health-
care providers are already collecting some data, it is a best practice to 
ensure that clients have a system in place to capture as much relevant 
data as possible. Information is power. On the relator side, attorneys 
should be asking their clients about what data they might have and 
how that data might illustrate—or even prove—the allegations. 

Third, all attorneys should educate their clients about the need to 
teach downstream employees about the importance of data collec-
tion and data analysis. One of the most critical pieces to harnessing 
and leveraging the power of data is to educate employees about the 
importance of accurate data collection. This means teaching physi-
cians, for example, to accurately collect data from patient encoun-
ters. It means teaching billers and coders about including all relevant 
fields, even if those fields might not ultimately be billed. Most 
practices start—with good reason—at proper collection of claims 
information; however, a best practice is to collect not only claims 
information but also relevant fields on patients’ clinical records (e.g., 
medications, imaging studies, lab reports), as well as other external 
data (e.g., prescriptions, financial information.)

Fourth, attorneys should appreciate the importance of data cleanli-
ness. Just like most clinicians understand the importance of cleanliness 
in the operating room, so too must healthcare providers understand 
the importance of cleanliness in data. Remember the adage of “garbage 
in, garbage out.” Unless the healthcare data is accurate when entered, 
the data cannot be relied upon afterwards. Therefore, providers must 
constantly clean or scrub data to ensure that it is accurate, correct, 
consistent, relevant, and not corrupted. And, relator attorneys who 
mine this data should be careful that the data they are searching is reli-
able, accurate, and up to date. Nothing is more harmful to a case than 
relying on antiquated or inadequate information. 

Fifth, compliance counsel using data to build a case for their 

clients must always remember that the data is only as good as the 
query. To get a meaningful understanding of data to build a success-
ful defense, compliance counsel needs to have access to the right 
data and query this data correctly. Looking at a million fields of data 
doesn’t mean much—it means only something in context. Thus, a 
best practice is to start at the end: ask what information is ultimate-
ly wanted. If counsel wants to know what providers are billing the 
most procedures, for example, they would need to focus on billing 
data. If counsel is interested in suspicious kickback arrangements, 
they would need to review billing data in concert with financial data. 
Similarly, relator counsel should make sure that, when mining their 
clients’ own data for purposes of bringing forth a case, the counsel 
are using proper queries designed to get the right results. 

In addition to the above, healthcare providers need to take care 
to comply with data privacy obligations under the Health Insur-
ance Portability and Accountability Act (HIPAA) and many state 
statutes.36 Remember that HIPAA’s protections and mandates apply 
to aggregated data just like they apply to individual patient files. 
Therefore, follow the HIPAA security requirements—such as au-
thentication protocols and control over access to protect the data.37 
One best practice is to consider housing a de-identified dataset. The 
benefit is that it removes the patient identifiers and, therefore, might 
be exempt from HIPAA’s mandates. As such, this might allow for 
easier access in manipulating and analyzing the data. 

Conclusion
The emergence of data analytics is changing business as usual across 
all industries, and the government healthcare enforcement space is 
no exception. By understanding the government and relators’ focus 
on data analytics, and by implementing practical suggestions to use 
data as both a proactive compliance tool and a reactive defense, re-
lators can better present their arguments, and healthcare clients can 
better defend themselves during the inevitable inquiry.  
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