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Chair’s Corner

Lisa A. Harig, Chair of the Transportation and Transportation Security Law Section

The Transportation and
Transportation Security Law Section is
off to a great start for the 2017-2018
year! We celebrated the annual Chief
Counsel’s Reception on October 26,
2017. This year, we honored Thomas W.
Anderson, former General Counsel for
the Minneapolis-St. Paul Metropolitan
Airports Commission, as the John T.
Stewart Transportation Lawyer of the
Year, and Kevin G. Houlihan, Assistant
Chief Counsel for Transportation
Security Litigation at TSA, as the John T.
Stewart Transportation Security Lawyer
of the Year. Look for a more complete
salute to the achievements of each of
these outstanding lawyers, as well as
pictures from the reception, in the next
issue of TransLaw.

In this issue, we have a memorial
for former TTSL Chair Frank Duggan,
who passed away in November 2017.

There is also a case summary by Jacob
Spegal and Thomas Lehrich on the
Third Circuit’s decision on maritime
subject-matter jurisdiction. We have an
article by Allison Skopec on Blockchain
technology, the next step beyond
Bitcoin and potentially revolutionary
for the transportation logistics industry.
Finally, Michael Bahar contributed an
article on marine cybersecurity.

I'd like to take this opportunity to
thank Immediate Past Chair Kathy
Gainey for her strong leadership over
the past year. Kathy has been an
active TTSL member for many years
and we look forward to her continued
participation and guidance in her role as
Immediate Past Chair.

The Section will be holding its annual
Holiday Happy Hour in the coming
weeks — look for the announcement via
email, as well as on the FBA website,

LinkedIn, and Twitter. We hope to see
many DC-area members there!

I look
forward to the
upcoming year.
Iencourage each
of our members
to actively
participate in
the Section by
attending  an
event and/or
authoring an
article for TranLaw. If you have an idea
for a program or article that you'd like
to see, please contact one of the TTSL
officers. %

The Section Remembers our Colleague Frank Duggan

Former Section Chair Frank Duggan died at the age of 79
in Alexandria, VA, on November 1, 2017. Frank served as
Chair of the Section in 2005 while he headed the National

Mediation Board.

Frank was particularly regarded in the aviation commu-
nity for his contribution to the victims of Pan Am Flight 103.
After the 1988 terrorist bombing of Flight 103, President
George H.W. Bush appointed him to the Presidential Com-

after law school. He was a graduate of St. John's University's
prep, college, and law school.
He served in United States Navy prior to law school, and

upon graduating from law school Frank worked in govern-

mission on Aviation Security and Terrorism.
Frank was born in Brooklyn, NY and moved to Washington

ment positions for the U.S. Senate, the U.S. Department of
the Treasury, and at the U.S. Department of Labor.

Frank also worked in industry spending 10 years at the
Association of American Railroads.«
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Third Circuit Address Maritime Jurisdiction Involving a Brawl on a Vessel
Case summary by Jacob Spegal and Thomas K. Lehrich

In proper maritime tradition, a day on the water ends with
a drunken brawl onboard the Ben Franklin Yacht, owned by
Christopher Columbus, LLC. It should be noted that the case
heading misspelled “Columbus”, and is titled [n the Matter
of the Complaint of Christopher Columbis, LLC, (t/a BEN
FRANKLIN YACHT), As the Owner of the Vessel BEN
FRANKLIN YACHT, For Exoneration from or Limitation of
Liability, No. 16-1772 (3d Cir. Sept. 25, 2017).

While this decision did not address the merits of the claim,
it did clarify maritime subject-matter jurisdiction, a question
raised sua sponte by the district court despite an agreement by
the parties at the outset of litigation that the district court had
proper jurisdiction. Similar to a market definition in an antitrust
analysis, this case was decided largely based on the court’s
“general features” description of the incident. By determining,
inter alia, that the district court had described the incident too
specifically, and subsequently broadening the description, the
United States Court of Appeals for the Third Circuit found that
the incident as properly described did have sufficient potential
to disrupt maritime commerce and establish federal maritime
jurisdiction. Consequently, the Complainant (here, Appellee),
Mr. Bocchino, may not pursue his tort claim in state court and
federal maritime law controls.

The Third Circuit clarified that when a party seeks to invoke
federal admiralty jurisdiction over a tort claim, the claim “must
satisfy conditions both of location and of connection with
maritime activity.” The location aspect is satisfied if “the tort
occurred on navigable water” or the “injury suffered on land
was caused by a vessel on navigable water.” The connection
aspect is a conjunctive two-part inquiry. First, the court “must
‘assess the general features of the type of incident involved’ to
determine whether the incident has ‘a potentially disruptive
impact on maritime commerce.” Second, the court “must
determine whether ‘the general character’ of the ‘activity
giving rise to the incident’ shows a ‘substantial relationship to
traditional maritime activity.” Federal admiralty jurisdiction
is only proper when the location test and both prongs of the
connection test are satisfied.

Bocchino conceded that the location aspect of the
jurisdictional test was satisfied because the alleged tort
occurred on the Delaware River. Bocchino also conceded that
the second part of the connection test is satisfied, because
carrying passengers for hire on a vessel on navigable waters is
substantially related to traditional maritime activity.

The analysis of whether there was admiralty jurisdiction
in this case focused on the first part of the connection test:
an assessment of the general features of the incident, and
whether such an incident has the potential to disrupt maritime
commerce. Such an assessment “turns . . . on a description of
the incident at an intermediate level of possible generality.”

In formulating a general features description of the case,
the Supreme Court cautioned courts to avoid descriptions that
are so general that they cannot be useful in comparing cases,
or descriptions that are so specific that they would ignore an
incident’s capacity to have an effect on maritime commerce.
Accordingly, courts must look at the facts of the case and
formulate a description that will enable it to determine “whether
the incident could be seen within a class of incidents that posed
more than a fanciful risk to commercial shipping.”

Applying these principles, the Third Circuit held that the
incident at issue was best described as “an altercation between
passengers onaboat in the process of docking.” This description
was more general than the district court’s overly specific
description as “a physical altercation among recreational
passengers on board a vessel that is in the immediate process
of docking.” Thus, although it was not possible to ascertain
the location of the vessel relative to the pier on the summary
judgment record, such a precise determination was unnecessary
to resolve the question of subject matter jurisdiction. For
purposes of crafting a general features description to which the
connection test may be applied, the court need only state that
the vessel was “in the process of docking” while the altercation
was occurring.

Having crafted the description of the general features of the
incident involved, the court must then “ascertain ‘whether the
incident could be seen within a class of incidents that posed

CASE SUMMARY continued on page 7

Follow the Transportation and Transportation Security
Law Section of the Federal Bar Association on Twitter!
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The Shock of the New: Blockchain Technology, Logistics, and the Building
Blocks of Multi-Modalism’s Not-So-Distant Future

Allison N. Skopec

You probably first learned about Blockchain through the
cryptocurrency Bitcoin; indeed, Blockchain technology was
originally developed as a means of verifying Bitcoin exchanges.
Usually when someone brings up Bitcoin, people immediately
think of the illicit transactions run via the darknet hidden
service, SilkRoad, a site that facilitated drug deals amongst
other colorful transactions. While Bitcoin’s early days were
undeniably steeped in this history, Blockchain technology has
much broader applications and the potential to revolutionize
the logistics industry.

What is Blockchain Technology?

Blockchain is a decentralized ledger technology that a
network can use to exchange assets, whether physical or
digital. Each party to a transaction is granted access and
can draft, review, and validate transactions on the encrypted
ledger, which is updated in real time. Once a transaction is
validated using a unique consensus process, it is permanently
stored as a “block” on a network of Peer-to-Peer nodes. Since
the network is distributed (run on computers provided by
logistics partners around the world) which lends itself to
integrity, security breaches of confidential data are unlikely
to occur. One of the many benefits provided by Blockchain
is the elimination of the middle-man in any given transaction,
meaning there is no need for clearance from a central bank.
Each block on the Blockchain has a timestamp and a link to the
previous block on the chain, ensuring that every transaction
follows the specific rules of the network. After a block is
created it cannot be deleted unless subsequent blocks are also
changed, which requires majority approval by the network.
Thus, the result is a “faster, private, confidential, auditable
[networked monitoring system that facilitates] business-to-
business interactions among suppliers, distributors, financial
institutions, regulators or anyone wishing to make a secure
exchange.™

What does Blockchain
Transportation?

As freight rates plunge, shipping efficiency skyrockets, and
consolidation of major players continue to affect shipping,
the logistics industry continues to evolve.? It is clear that
the highest-impacting development is technology. In recent
years, logistics processes have become even more simplified
with electronic data interchange (EDI). This technological
speed was matched with terminal growth, service expansions,
and the introduction of mega-container ships. This technology
has irreversibly altered the shipping industry’s infrastructure,
but there is an unmet need to keep up with globalized cargo
trading and commerce’s substantial growth. Blockchain can
fulfill this need.

Technology mean for

For example, in transportation, a Blockchain network
could potentially include every party in a transaction:
the manufacturer, customs agents, sellers/buyers, banks,
shippers, port authorities, government regulators, carriers,
and drivers. Blockchain foreshadows a paper-free realm, by
which all related parties in “each transaction have a public
and private key, perform physical transactions, exchange
and store information in encrypted format and perform
contractual obligations, give and accept instructions, securely
exchange payments, and create smart contracts.”

Industry Acceptance and Recent Developments

Many businesses have recognized Blockchain’s potential
and have embraced it through trial runs, moving Blockchain
technology from theoretical to applicational. In early March
2017, Maersk partnered with IBM to conduct the first
Blockchain-based cargo-tracking trial.* In July 2017, IBM
signed up with a major port operator in Singapore, PSA
Singapore Terminals, to work with a regional shipping firm
to test a new Blockchain-based supply chain network. On
September 6, 2017, Maersk revealed yet another collaboration
with Microsoft and Guardtime (a data security firm) to build
a blockchain-based marine insurance platform that will be the
first truly practical use of Blockchain technology. Guardtime
announced that the platform has already been built and will
deploy in January 2018, “when A.P. Moller-Maersk, which was
part of a 20-week trial of the new platform, would start using
it for some areas of its business, along with insurers MS Amlin
and XL Catlin.”

On September 9, 2017, Hyundai Merchant Marine (HMM),
along with other members of a Blockchain consortium,
announced it had completed the world’s first Blockchain pilot
voyage from Korea to China with reefer containers. HMM
applied Blockchain technology every step of the way—from
“shipment booking to cargo delivery [by] combining blockchain
technology with Internet of Things (IoT) technology, [which]
enabled the cargo to be monitored in real-time.”® On October 6,
2017, the Municipality of Rotterdam and the Port of Rotterdam
Authority announced that they were jointly launching a field
lab for the development of Blockchain technology. The new
applied research lab, christened “BlockLab,” was designed to
serve as a center to innovate cargo flow efficiency. One of
Blocklab’s first projects is a Blockchain application for stock
financing in the port logistics sector, which was developed
in partnership with Exact and ABN AMRO. The list of new
Blockchain applications goes on, and a cursory glance at
the news every day shows another company joining the
Blockchain family.

Blockchain technology has even been spilling into the
government sector, with the US Navy announcing plans to
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implement Blockchain on a trial basis to bring added security
toits manufacturing systems.” The trial will be led by the Naval
Innovation Advisory Council to create a “data-sharing layer”
for 3-D printing manufacturing.® Lieutenant Commander Jon
McCarter strongly endorsed the new venture, saying:

“If someone told you that the technology
underpinning the cryptocurrency Bitcoin will likely
revolutionize much of the way we do business in the
next 10 years, you might shrug it off. I would like to
tell you: it’s just the beginning and that it might also
revolutionize naval additive manufacturing, finance
and logistics writ large, and that’s only scratching the
surface.”

Notably, the Navy is embracing this technology because
it demonstrates that not only are they receptive to new
manufacturing technology, but also see blockchain as a way of
mitigating cyber risk.

Managing Cyber Risk

Since 90 percent of world trade is transported by sea, the
need for secure logistics cannot be overstated.!” Vessels, ports,
and seamen are the arteries that sustain the global economy
and strong security systems are necessary to manage risk and
keep up with new cyber threats. In the past few years, ports
have become increasingly reliant on digital communications
systems, albeit often outdated or unsecure, to keep their
internal operations running smoothly. Any IT issues create
major disruptions that cripple complex logistic supply chains.

The supply chain’s worst nightmare came true on June
27,2017, when A.P. Mgller - Maersk A/S confirmed via press
release that their security was breached during a global
cyberattack named Petya.!! Beyond delaying operations and
leaving the status of cargo unaccounted for, Maersk said
they expected “$200 million to $300 million” for costs in
remediating the damage caused by the cyberattack.'? If the
Blockchain technology Maersk developed had been in place
at the time of the cyberattack, it would have prevented the
Petya malware from disrupting Maersk’s communications and
operations IT systems.'® As the largest container shipping line
and the operator of 76 ports’ APM Terminals, the Maersk Petya
cyberattack showed “the scale of the damage a computer
virus can unleash on the technology dependent and inter-
connected [logistics] industry.”* Fortunately, no data was lost
in this attack, though the malware’s creators intended for the
cyberattack to delete such information.

In the wake of a major cyber security attack, also caused
by Petya malware, that disabled the largest terminal at the
Port of Los Angeles, legislators are recognizing the need for
a strong cybersecurity measures to protect U.S. industry. On
November 7, 2017, U.S. Senators Kamala D. Harris (D-CA), a
member of the Senate Homeland Security and Governmental
Affairs Committee, and Dan Sullivan (R-AK) introduced S.
2083, the Strengthening Cybersecurity Information Sharing
and Coordination in Our Ports Act of 2017."> The proposed
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legislation is intended to “incorporate best practices in
cybersecurity policy into the Department of Homeland
Security and Coast Guard maritime protective missions.”'
Increased governmental and business interest in Blockchain
paired with exasperation with outdated systems and increased
cyber risk has led to broader acceptance of Blockchain-
based platforms. While no security system is impervious to
breaches, the combination of Blockchain's encryption and its
decentralized security system makes it extremely difficult to
hack. The main takeaway from recent security breaches is
investing in security will prevent cyberattacks and will also
strengthen and synergize the entire flow of supply chains.

Smart Contracts

If distributed ledgers such as Bitcoin defined Blockchain’s
nascent days, Smart Contracts will define its adolescence.
In 1994, Nick Szabo coined the term Smart Contracts with
the goal of creating an “electronic commerce protocol, which
would facilitate business transactions between strangers on
the internet without the need for trusted intermediaries” (very
similar to the idea behind Blockchain).!” Smart Contracts are
written in various code languages that define “how and when
an agreement” can be enforced.'® Similar to other Blockchain
platforms mentioned previously, a Smart Contract is recorded
on the Blockchain ledger.*?

According to Jerry Cuomo, vice president for Blockchain
technologies at IBM, Smart Contracts will be “useful across
industries, from financial services to logistics to the insurance
industry.” Just like other Blockchain-based platforms, Smart
Contracts eliminate the need for an intermediary when
exchanging anything of value. Another benefit of Smart
Contracts is that they are inherently transparent and conflict-
free. Smart Contracts define “the rules and penalties around
an agreement in the same way that a traditional contract does,
but also automatically enforce those obligations.”?

Some legal practitioners have raised concerns about Smart
Contracts and their potential to make transactional lawyers
obsolete. Nick Szabo addressed these concerns at a Smart
Contracts Symposium in 2016, saying he does not believe
this will be the case for lawyers.?’ He went as far to say
Smart Contracts will lead to new legal possibilities previously
unimagined since “traditional law is manual, local and often
uncertain [whereas] public blockchains are automated, global
and [predictable] in their operations."? Since Smart Contracts
explicitly lay out the rights and obligations of parties in a
contract, there will be no need for litigation if a dispute arises.

Unmanned Vessels

Unmanned vessels and autonomous logistics operations
are picking up steam worldwide—setting the stage for total
transformation of the way the shipping industry operates.
While autonomous technology, such as flying cars, may
seem like something from Back to the Future, the reality is
autonomous drone ships have left the realm of science fiction.
With Norway* leading the charge, the number of projects
funding unmanned vessel research and development is
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steadily rising, with 2017 showing the highest numbers yet.
So far, 2017 showed us the world’s first designated test area
for autonomous ships and European Union-funded research,*
Japanese shipbuilders and shipping firms announced a plan to
fully-functional remote-controlled cargo vessels, and Rolls-
Royce and tug operator, Svitzer, demonstrated the world's
first remote-controlled unmanned commercial ship earlier
this year.?® Following an international proposal to include
autonomous ships on its agenda, the IMO Maritime Safety
Committee announced it will “establish a new international
legal framework for the safe operation of these vessels”
addressing unresolved safety and legal issues surrounding
autonomous vessels.

What exactly is an unmanned vessel? Simply put: they are
vehicles, called either unmanned surface vehicles (USV) or
autonomous surface vessels (ASV), which operate without a
crew. They function in one of two ways: by way of a remote
operator or via completely autonomous operation. When a
vessel is completely autonomous, the vessel operator “input|s]
a final destination into a USVs onboard computer and the
vessel will then navigate to the destination with no further
human interaction.”” The US Navy tried out the completely
autonomous route, launching the $20 million “Sea Hunter” in
late 2016, and has been implementing self-driving technology
for over a year now.?® Therefore, it makes sense companies
are starting to recognize the commercial value in investing in
unmanned vessel and autonomous logistics.

Conclusion

An oversupply of vessels, plunging freight rates, and
worries over global demand have pushed the logistics
industry to find greater cost efficiencies while maintaining
secure technology systems. Given the global nature of the
shipping business, the interconnectedness of the different
parts of logistics operations and the common problems shared
by most operators, the most obvious solution is the further
application of Blockchain. Time will tell if an international
Blockchain consortium between ports and shippers will
arise; in the meantime, it is up to the United States to find
cost-effective and secure methods to keep business afloat.
It is time for the logistics industry to embrace and develop
practical applications of Blockchain. <
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Bocchino’s arguments to the contrary failed because he
relied on the overly specific general features described by the
district court and because he focused on what did not actually
happen as opposed to what could have happened.
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co.uk/sciencetech/article-4042298/The-self-driving-warship-
Navy-s-132ft-long-Sea-Hunter-drone-scour-oceans-enemy-
subs-takes-seas.html. The US Navy launched the $20 million,
132-foot ‘Sea Hunter’ last year. It can travel thousands of
nautical miles at sea without needing a single crewmember.
1d.

Allison N. Skopec is a third-year law student at Tulane
University in New Orvleans, LA, specializing im maritime
& admaralty law. Feedback/Questions: askopec@tulane.
edu.

Circuit to not craft descriptions of incidents occurring on the
water so narrowly that they obscure the potential effect on
maritime commerce. %

Jacob Spegal and Thomas K. Lehrich both work in the
Office of Inspector General at the Commilttee for Purchase
From People Who Are Blind or Severely Disabled
(AbilityOne Program,) in Washington D.C.
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The High Stakes, High Seas Cyber Peril

Michael Bahar, Trevor J. Satnick, and Brownwyn McDermott

Those who work in shipping are accustomed to the perils
of the high seas, whether from storms, pirates, floods or
fires. But now, a new danger is lurking—the possibility of a
cyberattack.

Despite the growing prevalence and severity of cyberattacks
across industries, the shipping industry as a whole has been
slow to react, and many are less than optimally prepared.
To help improve the state of the industry’s cybersecurity,
international advisory organizations, industry associations,
the United States Coast Guard and private industry are all
working to provide practical advice, best practices and even
minimum standards, just as hackers are increasingly turning
their focus to the shipping industry.

The Approaching Cyber Storm

The term “cyberattack” covers a broad array of possible
evils, and it is no longer confined to just the theft of data.
Perpetrators have already launched successful attacks. One
attack against a shipping company involved malware that
allowed the attackers to monitor incoming and outgoing
emails from the company’s finance department, and then
change account numbers in order to reroute funds into the
accounts of bad actors instead of proper payees.! In another
instance, a larger shipping company based in Singapore had
its computer systems infiltrated. The company declined to
release full details of the extent of this attack, but its internet
and intranet systems were temporarily shut down.?

One of the more notorious forms of cyberattack is a
“ransomware” attack, which essentially locks up (or encrypts)
the operations of ships and shipping companies, as well as
port facilities, until ransom is paid. Even then, there is no
guarantee that the bad guys will keep to their end of the
bargain. Shipping giant A.P. Moller-Maersk fell victim to a
ransomware attack this past summer, and temporarily lost
access to its internal systems and lost its ability to take new
orders.® It is estimated to have cost Maersk $300 million.
This attack not only impacted Maersk, but also the suppliers
that were counting on the company to deliver their products
to markets around the world, and those that were relying on
deliveries of supplies such as food and materials.

As the shipping industry becomes more automated and
more dependent on computer systems for onshore office and
offshore navigation systems, the risk of harm to individual
ships, companies and major shipping ports from a cyberattack
increases substantially—with the growing potential for attacks
which cause injury, loss of life and environmental disasters.

Keeping Systems Ship-Shape and Bristol Fashion

As cyberattacks on the maritime industry continue to
become more prevalent and sophisticated, international
organizations, government agencies and industry associations

are beginning to set expectations and provide crucial guidance
for the industry before it’s too late.

For example, in June 2017, the International Maritime
Organization (IMO), a specialized agency within the United
Nations responsible for the safety and security of shipping,
adopted Resolution MSC.428 (98) “Maritime Cyber Risk
Management in Safety Management Systems” (the IMO
Resolution). The IMO Resolution recommends that ship
owners and operators appropriately address cyber risks in
a Safety Management System no later than January 2021.
In fact, by 2021, some of these regulations will require full
compliance. In the interim, BIMCO, a Denmark-based
international shipping organization, recently produced its
version 2.0 of “The Guidelines on Cyber Security Onboard
Ships,” which are “aligned with the IMO guidelines and
provide practical recommendations on maritime cyber risk
management covering both cyber security and cyber safety.”

The U.S. Coast Guard and the U.S. Department of
Homeland Security also released draft cybersecurity
guidelines for maritime facilities, which closely adhere to
the National Institute of Standards and Technology (NIST)
Cybersecurity Framework, and which aim to mitigate the
effect of cyberattacks against port facilities.

Furthermore, the Oil Companies International Marine
Forum (OCIMF), a voluntary association of oil companies
that has been granted consultative status at the IMO, recently
published the third version of its Tanker Management and
Self-Assessment (TMSA) guide, which, for the first time ever,
includes cybersecurity provisions. As of January 1,2018, those
ship owner companies that wish to ship oil may find that they
lose out on the business if they do not comply with the cyber
provisions. More specifically, the vessel vetting rider clauses
often included with the SHELLTIME 4 form charter party,
a standard form in the shipping industry, usually provide a
cure period of only four weeks before a ship is placed off-hire.
This means that if an oil company decides to undertake a
cybersecurity review of its shipping provider, and the shipping
company fails the vetting process, that company will have only
four weeks to implement proper cybersecurity policies and
procedures, which realistically is not nearly enough time to
successfully establish and implement a coherent and effective
policy.

All of this guidance, however, is principles-based and high
level. It lacks specificity on exactly how to comply because
each ship, port, or shipping company has different risks and
different risk appetites. There is no one-size-fits-all solution
to cyber issues, and no 100% technological solution.

In fact, the cornerstone of an effective cybersecurity
strategy starts with a risk assessment. Knowing your
valuable data, your key vulnerabilities and who holds your
data or touches your network allows you to design the right

CYBER PERIL continued on page 11
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CYBER PERIL continued from page 8

protections.

Based on this knowledge, the next step is to have a detailed
incident response plan. Ships already know what to do in the
event of floods and fires. Now they need to know what to do
in the event of a cyber incident.

It’s also not just enough to know what to do. Crews
and, in fact, all employees from ship to shore (and not just
IT employees) need to train on what to do in the event of
a cyber incident. Even the most advanced cybersecurity
systems are thwarted by an employee who clicks on a link he
or she shouldn’t. While we often think of “hacking” as a highly
advanced act involving lines of computer code and technical
know-how, one of the most common hacker methods is to
simply trick an employee into entering in personal information
via an email form or website that is disguised to look like a
legitimate website or email correspondence. In essence,
hackers gain access to vessel systems by duping employees
into giving them the credentials they need to log into those
very systems. This kind of attack is called “phishing,” and
proper training on how to spot and avoid falling victim to
phishing attacks can decrease the likelihood of a breach.

The industry also needs to look out for single points of
failure and low-tech solutions. For example, with the growing
reality of GPS spoofing, whereby hackers subtly manipulate
GPS data to cause ships to go off course, it is more important

than ever to return to old-fashioned seamanship, to ensure
that mariners do not lose vital skills and rely solely on
computers that could be leading them astray.

Conclusion

When it comes to cybersecurity, the dangers faced by the
shipping industry are real and growing. Helpful guidance,
best practices and minimum standards are available, and soon
may become mandatory, so the time to act is now to better
prepare against the coming cyber storms.«

Endnotes
thttp://www.bbc.com/news/technology-40685821.
https://www.platts.com/latest-news/shipping/
singapore/shipping-bw-groups-computer-systems-hacked-
steps-26820691.
“http://fortune.com/2017/06/28/petya-ransomware-cyber-
attack-maersk-delays/.

Michael Bahar is a paritner at Eversheds Sutherland
(US) LLP im Washington D.C. and Trevor J. Satnick 1s
a Staff Attorney at Eversheds Sutherliand (US) LLP n
New York. Brownwyn McDermott is Special Counsel at
Eversheds Sutherland (US) LLP in Rhode Island.

Notes from the Section’s “Cybersecurity Issues in Transportation”

brown-bag panel discussion

Alison Graab and Mike Higgins, Surface Transportation Board

On September 20, 2017, the Transportation and
Transportation Security Law section of the Federal Bar
Association held a panel discussion on “Cybersecurity
Issues in Transportation.” The panel consisted of Lee Allen,
Cybersecurity Lead - Surface Division, Office of Security Policy
and Industry Engagement (OSPIE), Transportation Security
Administration, Thomas Farmer, Assistant Vice President —
Security, Association of American Railroads (AAR), and Sean
C. Griffin, Member, Dykema Gossett PLLC. It was moderated
by John E. Anderson, Member, Dickinson Wright PLLC.

Mr. Griffin discussed cybersecurity issues related to
practicing law, focusing on an attorney’s ethical obligations
to protect client confidentiality. Mr. Griffin noted that many
standard rules of conduct could be interpreted to cover
electronic records and communications, such as email. For
example, a lawyer’s duty of competency could impose on
the attorney a basic obligation to be familiar with cyber risks
and to take appropriate steps to protect against those risks,
such as having up-to-date antivirus protection. Additionally,
an attorney could be required to adhere to the client’s
instructions with respect to handling electronic information.

Mr. Farmer discussed cybersecurity from the freight
railroad perspective. He noted that railroads have been

TransLaw

active in the area of cybersecurity since Y2ZK when the
AAR established a committee to address cyber issues. In
approaching cybersecurity, Mr. Farmer emphasized the need
to focus on how breaches happen rather than seeking to
explore every potential consequence of a breach. He observed
that approximately 85% of incidents can be safeguarded
by implementing and adhering to relatively simple security
measures, such as utilizing strong passwords and training
to recognize phishing. With respect to the rail industry,
he observed that AAR has recommendations on preferred
capabilities as to electronic infrastructure, which can drive
suppliers to reduce vulnerabilities.

Mr. Allen reviewed a number of cybersecurity resources
that the Department of Homeland Security and the
Transportation Security —Administration (TSA) make
available for purposes of protecting against threats to surface
transportation. In particular, he highlighted the TSA Surface
Transportation Cybersecurity Resource Toolkit and the
Surface Transportation Cybersecurity “Pocket” Awareness
Guide as key resources for industry. <
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