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Ensuring Admissibility
of Mobile Evidence
in Court

For example, it isn’t possible to perform a true foren-

sic image of the device’s memory. Because the device 

must be powered on to perform the extraction, mobile 

forensics processes makes changes to the evidence 

device. Although the process doesn’t change user data, it 

does alter the information within the device’s operating 

system. Other processes, including the way the mobile 

device stores data across its flash memory chip, can pres-

ent additional complications.

The key to good testimony is good process backed up 

by good documentation. Additionally, building a strong 

relationship with the forensic examiners you rely upon 

can make all the difference in the way you communicate 

with them—and, in turn, the way they communicate with 

you, judge, and jury—while they are on the stand.

Good Process Starts at the Crime Scene
Preservation, chain of custody, and legal authority can 

present bigger challenges to law enforcement over other 

forms of evidence. Mobile devices are so ubiquitous in 

our everyday lives that many first responders don’t think 

twice about picking one up on the scene and thumbing 

through its contents or expecting forensic examiners to 

do the same.

Yet, these practices can get mobile device evi-

dence suppressed. In State v. Michael Patino (12-263 

[R.I. 2014])1, first responders’ failure to properly secure 

their evidence resulted in getting all incriminating text 

messages, and the confession they elicited, thrown out. 

The state’s Supreme Court later readmitted text mes-

sages obtained from a consensual search of a witness’ 

device.

First responders must be trained to preserve, docu-

ment, and control mobile devices in the manner in which 

they would any other kind of evidence. Documenting 

devices’ position and condition, the presence of any 

physical evidence on the devices, and steps taken to pre-

serve the data on the device should all be part of standard 

procedure. So should a protocol for bagging and tagging 

the evidence and logging its chain of custody.

On-scene examinations may need to go further than 

simple preservation, too. Many of the activities that have 

historically taken place via computer—peer-to-peer file 

sharing, email, and live streaming video—are now taking 

place via mobile devices and often occur through third-

party applications. Thus, investigators may be faced 

with the need to collect evidence as part of an on-scene 

triage or preview process designed to determine which 

media contain evidence and which are less relevant to an 

investigation. 

The ability not just to preserve but also to extract and 

view data is important in these situations. First respond-

ers should be prepared to articulate what types of con-

tent they believe is evidence, and in what time frames 

they believe the evidence to exist, when seeking a search 

warrant, conducting a consent search, or searching under 

exigent circumstances.

Proper Process in the Lab
The inability to understand how to properly use foren-

sic tools and how they function carries a number of risks 

Admissibility of mobile device evidence can be tricky 
to ensure. Mobile forensics is unlike traditional com-
puter forensics in many ways, and it can be difficult 
to explain the differences to judges, attorneys, and 
members of a jury. 
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for forensic examiners. Among them:

•	 Damaging or altering original evidence. Some of the tools 

used to extract mobile-device evidence aren’t technically foren-

sic. This could result in the destruction of the original evidence. 

•	 Failure to examine evidence thoroughly. To be sure, mo-

bile devices often contain gigabytes of data, and most cases in-

volve more than one mobile device. Investigators need to be 

able to narrow the scope of data they must analyze—but not to 

the point where they’re potentially missing exculpatory data. 

Rather than only looking for SMS messages, examiners should 

also look for messages sent and received using messaging apps. 

Examiners should also narrow their search not just to data 

types but also to time and date ranges. It’s important to analyze 

the totality and context of communications activity within those 

time frames and how it relates to other facts of the case.

•	 Misinterpreting data. Mobile devices store data in different 

ways, and a single image stored multiple times may simply be 

the result of a data storage process known as “wear leveling”—

captured during a forensic extraction before the device was 

able to clean up the duplicate copies. Misinterpretation of these 

duplicates could lead to multiple counts of (for example) pos-

session of child pornography where none is deserved.

•	 Preparing inaccurate reports of findings.

Evidence being ruled inadmissible is just one possible outcome 

of these mistakes. The examiner who makes them also risks losing 

credibility in the court’s eyes and opens himself to potential civil 

liability.

Admissibility of mobile forensic evidence comes down to the 

examiner’s ability to certify that she used a sound set of analysis 

protocols. These protocols or methodologies ensure:

• The examiner has validated his/her forensic tools, including 

each new release or update for those tools. (Note: Regular up-

dates do not mean that a mobile forensics tool is inherently un-

reliable. As long as each update is validated, and the examiner 

recognizes any bugs and takes steps to roll back updates that 

are identified as having bugs, the tool can be looked upon as 

reliable.)

• The examiner can repeat her own process and can reproduce 

results using that same process. In other words, the examiner 

shouldn’t plan only to validate his tools, but also his findings. 

This process can include hand-scrolling techniques, the use of 

more than one forensic tool, and/or—for smartphones—data-

base verification and analysis.

• The examiner can demonstrate, via the process of hashing, that 

evidence files are true and accurate copies of the original items 

seized.

• The examiner stays within the scope of legal search authority. 

This includes limiting a forensic examination only to the evi-

dence of the crime named in the search warrant and obtaining 

a new search warrant if any evidence of a different crime is 

encountered.

Mobile forensics examiners must also be prepared to testify to 

forensic hardware and software vendors’ proprietary methods, in 

particular their extraction and decoding techniques. While some 

information is necessarily restricted to protect the vendors’ intel-

lectual property, vendors should provide some basic information 

that indicates their tools’ internal processes are forensically sound. 

Additional information may come from vendor-specific training 

and networking with peers online and through professional asso-

ciations.

Helping Forensics Examiners Help You
To maximize the chance of digital evidence being admitted, 

it is essential to develop positive relationships with the forensic 

examiners who are preparing the evidence and the documentation. 

Ideally, form this relationship before a big case. A strong relation-

ship will foster the examiner’s ability to offer creative solutions to 

help build your case.

Be prepared to provide the examiner with information on your 

needs, including your timeline, strategy, anticipated cross-exam-

ination questions, trial prep schedule, and objectives. Ask him to 

explain his report of findings in layman’s terms. If you have a hard 

time understanding the technical intricacies of mobile-device evi-

dence, chances are judges and juries will too. Help him refine his 

explanation to the point where it makes sense to you and where 

you could explain it to a judge.

Have him demonstrate the process of recreating and validating 

his findings. It should be possible for an examiner to use his own 

documentation to walk you through his process and explain why 

he made the choices he made, including what tools he used and 

how the process led to his conclusions.

Ask the mobile examiner to assist you with the creation of 

exhibits. Many mobile forensics tools include visual analytics, 

including the ability to plot Wi-Fi, tower, and GPS location data 

on maps; view messages and calls in conversation and time-line 

order; and show frequency of contacts. It may even be possible for 

examiners to create playback video of some of these analytic tools.

Ask him to help you address possible defense expert theories 

regarding the evidence and its provenance. Both forensic reports 

and exhibits must be authenticated to be admissible.

Make sure your examiners are prepared to provide copies of 

their chain-of-custody documentation, their legal authority for 

their search of the items they analyzed, testimony as to how their 

forensic tools function and their methodology in using those tools, 

and finally, a detailed and defensible report of their findings.

Final Thoughts
When you’re relying on digital forensics examiners to make 

your case, be sure to make them active participants in your pretrial 

prep meetings. Be sure they have a true understanding of how 

their mobile forensic tools function and that they can explain it 

in layman’s terms, backing up their explanations with thorough 

documentation.

Once you put them on the stand, be sure that they can testify 

not just to their process but also to how they can be sure their pro-

cess led to results they can authenticate. This includes validation 

of both tools and findings, as well as peer review.

Mobile forensics can be complicated, and your job is to help 

judges and juries understand, but this is not a Sisyphean task. 

Build relationships with examiners early, before you need them, 

and let this foundation guide you through building your court 

case. 
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