
Data breaches exposing thousands and even mil-
lions of consumers’ personal financial informa-
tion collected by large U.S. retailers, agencies, and 

universities seem to grace the headlines daily.1 You may 
have even received a letter in the mail stating that your 
credit card or debit card number and/or other personal 
information—such as your driver’s license number—had 
been compromised. In January 2007, TJX Companies Inc. 
announced the largest data breach to date: a breach that 
involved more than 45 million credit cards and debit cards 
used at the company’s stores.2

Many lawsuits have been filed against TJX as a result of 
this breach, and the Federal Trade Commission (FTC) has 
announced that it is investigating TJX as well.3 This article 
will explore how the FTC has used its § 5 authority in the 
wake of several high-profile data breaches. First, this article 
will discuss § 5 authority generally and then look at the 
FTC’s authority under the Gramm-Leach-Bliley Act (GLBA), 
its resulting Safeguards Rule, and the FTC’s expansion of 
the Safeguards Rule in actions against nonfinancial insti-
tutions involved in data compromises. Finally, the article 
will compare the FTC consent orders entered into with the 
retailers in the data breach context to litigation involving 
those data breaches. The discussion will conclude by ques-
tioning whether the FTC has indeed met its requirements 
for jurisdiction in these types of cases.
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Data breaches are receiving increasing expo-
sure and media attention as the list of those 
affected, the amount of information compro-
mised, and the costs to the compromised 
company rapidly increase. In January, TJX 
announced the largest data breach to date, 
with over 45 million credit cards compromised. 
Additionally, according to the Privacy Rights 
Clearinghouse, over 159 million records contain-
ing the sensitive personal information of U.S. 
residents have been involved in data breaches 
since January 2005. As this problem has contin-
ued to grow, the FTC has stepped in to “protect” 
consumers. This article explores the evolution of 
the FTC’s use of its jurisdiction to address these 
data breaches and questions whether the FTC 
has expanded its jurisdiction beyond its authority 
under the FTC Act.



FTC Jurisdiction

The FTC’s § 5 Authority
The Federal Trade Commission Act, 15 U.S.C. §§ 41, et 

seq. (2007), prohibits “unfair or deceptive acts or practices 
in or affecting commerce.” 15 U.S.C. § 45(a)(1) (2007). The 
FTC Act was initially enacted to prohibit unfair methods of 
competition in commerce and to supplement and bolster 
the Sherman and Clayton Acts.4 The act was also intended 
to condemn existing violations of the Sherman and Clay-
ton Acts as unfair methods of competition.5 Since it was 
enacted, the FTC Act has been amended to outlaw unfair 
or deceptive acts or practices in commerce, so that the Fed-
eral Trade Commission can take steps to directly protect 
consumers, not just business competitors.6

The FTC is one of the primary federal regulators of re-
tail merchants. Section 5 of the FTC Act invests the FTC 
with broad investigative powers to determine unfair and 
deceptive trade practices that affect consumers. The FTC 
is also empowered to initiate federal court actions in order 
to enforce violations of § 5 and to seek appropriate equi-
table relief. 15 U.S.C. § 53(a)-(b), 57(b) (2007). Under this 
general enforcement authority, the FTC can investigate and 
pursue actions against businesses whose activities qualify 
as practices that “cause or are likely to cause consumers 
substantial injury that is neither reasonably avoidable by 
consumers nor offset by countervailing benefits to consum-
ers or competition.” 15 U.S.C. § 45(n) (2007).

FTC Jurisdiction Under the Gramm-Leach-Bliley Act
Under the Gramm-Leach-Bliley Act, “financial institu-

tions” have an affirmative and continuing obligation to 
address the privacy of their customers and to protect the 
security and confidentiality of those customers’ nonpub-
lic personal information. 15 U.S.C § 6801(a) (2007). With 
respect to the security requirements under GLBA, the act 
requires financial institutions to: (1) establish appropriate 
standards for administrative, technical, and physical safe-
guards that will ensure the security and confidentiality 
of customer information; (2) protect the security of these 
records against any anticipated threats; and (3) protect 
customers against unauthorized access or use of this in-
formation, which could result in substantial harm or incon-
venience to customers. 15 U.S.C. § 6801(b) (2007). 

The term “financial institutions” is broadly defined un-
der GLBA and includes institutions that are significantly 
engaged in financial activities. Examples of financial in-
stitutions other than the obvious banks and savings and 
loan institutions include mortgage brokers, check cashing 
businesses, and car dealers that arrange for the financing 
or leasing of a personal car. 16 C.F.R. § 313.3(K)(2) (2007). 
Because of  the breadth of the definition of financial institu-
tions, many of the “financial institutions” covered by GLBA 
do not have a specified regulator such as the Office of the 
Comptroller of the Currency or the Federal Deposit Insur-
ance Corporation. As a result, the FTC is granted specific 
jurisdiction to regulate these entities and is responsible for 
enforcing the safeguard provisions included in the act. As 
required by GLBA, the FTC implemented the Safeguards 

Rule to set forth the standards for the protection of cus-
tomer records and information that are to be followed by 
the financial institutions that the FTC regulates. 

The Safeguards Rule requires financial institutions to 
develop, implement, and maintain a comprehensive infor-
mation security program that contains administrative, tech-
nical, and physical safeguards that are appropriate to the 
institution’s size and complexity, the nature and scope of 
activities, and the sensitivity of any customer information 
at issue. See 16 C.F.R. § 314 (2007). These requirements 
include the following: 

•	 designating someone to coordinate the information se-
curity program; 

•	 performing a risk assessment that considers personnel 
training, information systems, and the detection, pre-
vention, and response to attacks, intrusions, and other 
systems failures; 

•	 designing and implementing safeguards to control risks 
and regularly testing safeguards to monitor effective-
ness; 

•	 overseeing service providers by ensuring that they are 
able to take appropriate security precautions and in fact 
do so; and

•	 updating the security program as necessary in response 
to frequent monitoring and material changes in the busi-
ness. 

According to an FTC official, “An actual breach of security 
is not a prerequisite for enforcement under § 5; however, 
evidence of such a breach may indicate that the company’s 
existing policies and procedures were not adequate.”7

The Expansion of FTC Actions Against Nonfinancial 
Institutions

GLBA defines financial institution broadly, but the act 
generally does not cover retail merchants that do not issue 
their own credit. However, over the past several years the 
FTC has embarked on an aggressive strategy of investiga-
tions and has threatened enforcement actions against com-
panies that had their customers’ nonpublic personal infor-
mation stolen through asserted data compromises. These 
investigations have resulted in companies not subject to 
GLBA to effectively agree to implement the Safeguards 
Rule and to submit to independent security audits for a set 
period of time—usually 20 years. 

In early enforcement actions against these nonfinancial 
institutions, the FTC relied on the deception aspect of § 5 of 
the FTC Act. The FTC asserted that the privacy statements 
of companies contained false and misleading information 
in light of subsequent security breaches. One such case 
was that of Petco Animal Supplies Inc. Petco’s online priva-
cy policy stated that Petco encrypted consumers’ personal 
information both in transit and in storage. After the online 
theft of customers’ credit card information, however, it was 
determined that Petco did not encrypt customers’ credit 
card information when stored. 

Petco settled the FTC’s charges that a security flaw in 
its Web site allowed hackers to access consumer records, 
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including credit card numbers. The FTC alleged that had 
Petco actually encrypted the data as promised, the credit 
card information would not have been accessed. The FTC 
stated that the false promises Petco had made to consum-
ers were deceptive and therefore violated § 5 of the FTC 
Act. As part of the settlement, Petco agreed to establish and 
maintain a comprehensive security program that mirrors 
the requirements of the Safeguards Rule. The settlement 
also required biennial audits of the company’s security pro-
gram by an independent third party for the next 20 years, 
and required Petco to maintain records so that the FTC may 
monitor compliance.8

Subsequent data compromises occurred in stores, rather 
than on Web sites, and the FTC could not rely on deceptive 
privacy policies as a basis for enforcement actions. There-
fore, the FTC turned to the FTC Act’s unfairness doctrine 
to pursue enforcement. Unfairness under the FTC Act has 
three specific elements: (1) the violation causes substantial 
injury to consumers; (2) consumers are unable to reason-
ably avoid the injury; and (3) the substantial injury is not 
outweighed by countervailing benefits to consumers or 
competition. 15 U.S.C. § 45(n) (2007). By using the unfair-
ness doctrine, the FTC has expanded the reach of the Safe-
guards Rule beyond financial institutions, extending it to 
nonfinancial institutions that experience security breaches, 
by asserting that these entities did not have reasonable in-
formation security policies and procedures in place. The 
question that is raised, however, is whether the FTC can 
meet all these standards in a case that is litigated. 

The first instance of the FTC’s expansion of the Safe-
guards Rule occurred in the consent order entered into 
with BJ’s Wholesale Club. Between July 2003 and February 
2004, unauthorized persons accessed BJ’s computer sys-
tems as well as the credit card and debit card numbers 
of thousands of customers. Visa discovered this security 
breach  and notified BJ’s and the banks within the Visa net-
work. In the investigation and enforcement action against 
BJ’s, the FTC pursued the broader strategy of alleging that 
the failure to ensure adequate security measures consti-
tuted an unfair practice. The commission did not claim that 
BJ’s had made misrepresentations to its customers, as the 
FTC did in the Petco action. Rather, the FTC alleged that 
the failure of BJ’s to provide adequate security measures 
constituted an unfair practice that violated federal law. The 
unreasonable security measures asserted by the FTC in-
cluded the following actions by BJ’s: 

•	 failure to encrypt personal data while in transit or when 
stored on the computer networks of their stores; 

•	 creation of unnecessary risks by storing information lon-
ger than necessary in violation of bank rules; 

•	 storage of personal data in easily accessible files; 
•	 failure to take adequate steps to prevent unauthorized 

wireless connections; and 
•	 failure to take reasonable measures to detect unauthor-

ized network access and failure to conduct security au-
dits. 

In the consent order, BJ’s essentially agreed to imple-

ment the requirements of the FTC’s Safeguards Rule and to 
perform biennial security audits for the next 20 years.9 

Relying on the unfairness doctrine, these same Safe-
guards Rule standards and audit requirements have been 
imposed in a subsequent settlement by a merchant with the 
FTC stemming from the theft of credit card information.10 
These merchant settlements have resulted in the expansion 
by the FTC of the Safeguards Rule beyond the financial 
institutions the FTC regulates under GLBA to nonfinancial 
institutions such as retail merchants. The standard has re-
quired the retail merchants to implement a comprehensive 
information security program and biennial audits by an in-
dependent third-party security professional for 20 years. 
However, financial institutions that have violated GLBA 
receive lesser terms.11 Because these FTC investigations re-
sulted in settlements rather than litigated enforcement, no 
court has made a determination of whether the FTC can 
meet all the requirements of the unfairness standard when 
a retail merchant is involved in a data compromise of cus-
tomer information. The decisions in ongoing civil litigation 
against these merchants, however, may shed some light on 
the FTC’s ability to meet all the elements of the unfairness 
doctrine. 

Data Breach Litigation
To date, courts have rarely adjudicated favorably the 

claims of plaintiffs whose nonpublic personal information 
has been lost or stolen. In fact, in the data breach context, 
courts have frequently held that plaintiffs have not suffered 
injuries-in-fact, reasoning that an increased risk of identity 
theft is insufficient to support the injury-in-fact requirement 
of Article III standing.12 Moreover, this alleged injury of an 
increased risk of future harm has been judged insufficient 
to support the damages requirements of tort actions and 
contract claims.13 Courts have noted the danger in awarding 
damages to buy “peace of mind” as well as the possibility 
that plaintiffs could conceivably be awarded damages not 
only in the present for a perceived increased risk of harm 
but also in the future, if and when actual harm occurs.14

Specifically, in cases against merchants, the courts have 
ruled against the plaintiffs for lack of injury. In Key v. 
DSW Inc., the plaintiff alleged that because of DSW’s data 
breach, she had been subjected to a substantially increased 
risk of identity theft or other financial crimes. In dismissing 
all claims, the court held that the plaintiff lacked Article III 
standing. “To satisfy the case or controversy requirement a 
plaintiff must establish three elements: ‘(1) an injury-in-fact 
that is concrete and particularized; (2) a connection be-
tween the injury and the conduct at issue—the injury must 
be fairly traceable to the defendant’s action; and (3) likeli-
hood that the injury would be redressed by a favorable 
decision by the Court.’”15 Under this standard, a plaintiff’s 
injury must be “actual or imminent,” and not “conjectural 
or hypothetical.”16

The court held that a substantial increased risk of iden-
tity theft or other related financial crimes was insufficient 
to confer standing to sue. Reasoning that, in the identity 
theft context, courts have held an alleged increase in risk of 
future injury is not an actual or imminent injury, the court 
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held the plaintiff’s injury was not actual or imminent. 

At the present time, Plaintiff has not alleged evidence 
that a third party intends to make unauthorized use 
of her financial information or of her identity. The 
mere inquiry as to who would cause harm to Plaintiff, 
when it would occur, and how much illustrated the 
indefinite, and speculative nature of Plaintiff’s alleged 
injury. In sum, Plaintiff’s claims are based on nothing 
more than a speculation that she will be a victim of 
wrongdoing at some unidentified point in the indefi-
nite future. Because Plaintiff has failed to allege that 
she suffered injury-in-fact that was either ‘actual or 
imminent,’ this Court is precluded from finding that 
she has standing under Article III.17 

Even when there is evidence of fraudulent use of an 
individual’s credit cards and debit cards, that individual 
is not held responsible for those purchases under many 
banks’ Zero Liability Policies.18 Courts, therefore, have been 
reluctant to state that fraudulent use of a credit or debit 
card constitutes an injury when there was no actual injury. 
Plaintiffs have also run into causation problems. For exam-
ple, in Stollenwerk v. Tri-West Healthcare Alliance, No. Civ. 
03-0185PHXSRB, 2005 WL 2465906 (D. Ariz. Sept. 6, 2005), 
one plaintiff’s identity was actually stolen, costing that per-
son thousands of dollars. However, the plaintiff could not 
prove that the defendant’s data breach was the proximate 
cause of his identity theft, and the court granted judgment 
to defendant. Thus, courts have been reluctant to rule fa-
vorably for plaintiffs in the data breach context, because 
they are unable to identify cognizable damages.19 

Conclusion
In conducting its investigations of data breaches, the 

FTC has claimed a violation of the unfairness doctrine. In 
the consent orders imposed on retailers involved in data 
compromises, the FTC stated that it had jurisdiction, be-
cause the “failure to secure customers’ sensitive informa-
tion was an unfair practice because it caused substantial 
injury that was not reasonably avoidable by consumers 
and not outweighed by offsetting benefits to consumers or 
competition.”20 

It is interesting that, given the same set of facts, courts 
have failed to recognize asserted claims or the existence of 
injuries to allow banks or consumers to recover against an 
entity that has suffered a data breach. The courts found that 
an alleged increase in risk of future injury is not an actual 
or imminent injury—much less a substantial injury. Along 
with court rulings, the implementation of the Zero Liability 
Policy issued by credit card associations to protect consum-
ers against all liability resulting from fraudulent transac-
tions on their credit or debit cards addresses the issue of 
consumers’ ability to reasonably avoid any potential injury 
when credit card information is compromised. Moreover, 
findings in a report released by the Government Account-
ability Office in June 2007 raise further questions as to 
whether the unfairness test can be met.21 The report stated 
that research through interviews and data “indicated that 

most breaches have not resulted in detected incidents of 
identity theft” and that there is great difficulty in determin-
ing the source of the data used to commit identity theft.22 

If the anticipation or perceived risk of future harm is 
insufficient to meet the requirements of injury-in-fact for 
standing, can this same perceived risk from a data compro-
mise of credit card information, for which consumers can 
avoid injury through reporting, be sufficient to meet the re-
quirements of the unfairness doctrine? One must wonder if 
§ 5 of the FTC Act was meant to be used in this way. TFL
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