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Legal commentators who suggest that the
recent amendments to the Federal Rules of Civil Proce-
dure that relate to electronic discovery will create dramat-
ic and radical changes to the discovery obligations of par-
ties in litigation are only partially correct. Litigators in-
volved in technology-related lawsuits have been dealing
with the issues presented by the new rules for years.
More than 10 years have passed since the U.S. District
Court for the Southern District of New York stated: “The
law [is] clear that data in computerized form is discover-
able even if paper ‘hard copies’ of the information have
been produced. … [I]t is black letter law that computer-
ized data is discoverable if relevant.”1

Although working with electronic discovery is not new
to some attorneys, many others have dealt with these is-
sues rarely, if at all. Indeed, the new rules will make
some significant changes in the way that litigators and
clients alike—especially those who are not well versed in
technology—prepare for and deal with litigation. Perhaps
the most significant change requires litigators to make ear-
ly decisions regarding electronic discovery issues. Previ-
ously, litigators would often question whether they want-
ed to be the first party to affirmatively introduce electron-
ic discovery and its associated costs into the litigation.
The amendments now force litigants to confront such is-
sues, and to do so early in the litigation. 

Simply put, electronic discovery is no longer optional
for litigants, and the uninitiated might find the learning

curve overwhelming. Depending on the complexity of the
case and each party’s use of technology, the challenges
can be great. The explosion of cheap electronic storage
and the flood of computer use in even the most common
businesses have been a boon for litigators who under-
stand the value of such information. Gone are the days
when litigators searched file cabinets for documents to
produce in litigation. Discovery now often involves little,
if any, paper. For example, 70 to 80 percent of corporate
information is now stored solely in electronic form, and 
e-mail usage by employees at U.S. companies is growing
by 29 percent each year, with a typical 3,000-user e-mail
system handling more than one terabyte of message traffic
annually. This information often resides only in electronic
form, which necessitates the gathering of electronic dis-
covery.2

With the above in mind, it is certain that counsel will
be faced with electronic discovery issues and will need to
address such issues during the Rule 26(f) conference. Suc-
cess begins with preparation. This article discusses some
very basic information needed to consider issues for the
Rule 26(f) conference and considers how electronic dis-
covery differs from traditional hard-copy discovery.
Armed with this basic knowledge regarding electronic dis-
covery, this article describes what should be done to pre-
pare for the discovery conference and identifies various
options for addressing electronic discovery during the
Rule 26(f) conference. Armed with the tools outlined in
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this article, and with proper preparation, counsel will be
able to achieve the Rule 26(f) goals of avoiding discovery
abuses and harsh sanctions, minimizing costs, and im-
proving the litigation process. 

Definition of Electronic Discovery
Electronic discovery involves requests for and produc-

tion of information that is stored electronically, including
virtually anything that is stored on a computer such as 
e-mail, Web pages, word-processing files, and computer
databases. Electronic records can be found on a wide va-
riety of devices—desktop and laptop computers, network
servers, personal digital assistants, and digital telephones.
Documents and data are “electronic” if they exist in a
medium that can be read only by using computers—
cache memory, magnetic disks (such as computer hard
drives or floppy disks), optical disks (such as DVDs or
CDs), and magnetic tapes. Under the recent amendments,
the above is only a partial list of discoverable storage me-
dia devices; Rule 34(a) includes “data or data compila-
tions stored in any media.” 

The number of documents, the technical terminology,
and—for litigators—the lack of direct control can appear
daunting. However, taking advantage of experts who can
help with electronic discovery issues can make the de-
mands surmountable. Moreover, proper organization and
planning, including knowing some common questions to
ask and the tools that are available to facilitate electronic
discovery, make electronic discovery more manageable.
In fact, simply understanding the requirements of the new
rules and having the ability to find a subject matter expert
if all else fails can make electronic discovery manage-
able—even for the attorney who barely knows how to
turn on a computer.

The important point to remember is that when repre-
senting parties in litigation, counsel still has the flexibility
to define what electronic discovery will mean in each
case. Even though the amended rules answer the initial
question of whether the parties will address electronic
discovery at all, the rules still provide flexibility for the
parties to decide the scope and nature of what will be re-
quired by discovery. From the Rule 26(f) conference and
report to educating the court during the Rule 16 confer-
ence and throughout the case, counsel can maintain some
control over what electronic discovery will mean. 

Rule 16 now includes provisions for the disclosure or
discovery of electronically stored information. The
amendment to Rule 16(b) “is designed to alert the court to
the possible need to address the handling of discovery of
electronically stored information early in the litigation if
such discovery is expected to occur.”3 In accordance with
amended Rule 26(f), during their discovery planning con-
ference, parties are required to discuss issues relating to
the preservation of discoverable information and issues
relating to discovery of electronically stored information.
This discussion should include the form in which elec-
tronically stored information will be produced, issues re-
lating to claims of privilege and work product, and
preservation of documents. 

Issues Unique to Electronic Discovery
Armed with knowledge about the client and the nature

of the dispute, counsel next needs to understand the dif-
ference between electronic discovery and traditional
forms of discovery. Electronic documents present unique
opportunities and special problems when the documents
are produced. There are numerous ways that gathering
electronic information is different from collecting and pro-
ducing paper documents. These differences can be
grouped into several categories.

Greater Volume and More Locations
The volume and number of locations of electronic doc-

uments are much greater than is the case with conven-
tional paper documents. As discussed above, the number
of electronic documents in existence and constantly being
created is staggering. It has been estimated that one com-
pact disk holds 550 megabytes of data, which amounts to
275,000 pages of information; one terabyte equals 50,000
trees made into printed paper, and two terabytes are
equal to an academic research library.4

Part of the reason that the volume of electronic docu-
ments is so high is that electronic documents can be more
easily duplicated than paper documents can. For example,
e-mail users often send the same e-mail to numerous re-
cipients, and the recipients forward that e-mail to others.
Moreover, the locations in which one needs to search for
electronic documents include far more places than the fil-
ing cabinets typically used to store paper documents.
Electronic documents can be found on computer hard
drives, network servers, backup tapes, and e-mail servers
as well as on off-site computers, servers and backup
tapes, laptop and home computers, and personal digital
assistants.

Durability
In some ways, electronic documents can be difficult to

maintain; in others, these documents can be almost im-
possible to destroy. Because computers automatically re-
cycle and reuse memory space, overwrite backups,
change file locations, and otherwise maintain themselves
automatically, electronic documents can be easily dam-
aged or altered without any human intent, intervention, or
even knowledge. On the other hand, whereas a shredded
paper document is basically irretrievable, “deleting” an
electronic document does not necessarily mean that the
document is actually destroyed. Instead of erasing the
data in the disk directory, deleting the data changes them
to a “not used” status, which allows the computer to write
over the “deleted” data. By searching the disk itself rather
than the disk”s directory, this “deleted” information can
be retrieved and restored at any time until the computer
writes over this data. Therefore, data are often recover-
able long after the user has “deleted” the data—even if
the computer user itself does not know of their existence.

Metadata and System Data 
Electronic documents contain additional information

that paper documents cannot provide, including metadata
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and system data. Metadata, information imbedded in an
electronic file, contain information about the file, such as
the date of creation, author, source, and history. System
data are the computer records about the computer’s use,
such as when a user logged on or off, what Web sites the
user visited, what passwords were used, and which docu-
ments were printed or faxed. 

Obsolescence
The frequent obsolescence of computer systems and

software resulting from changes in technology also creates
unique issues in electronic discovery that are not present
in the recovery of paper documents. When turnover in
computer systems and software occurs, “neither the per-
sonnel familiar with the obsolete systems nor the techno-
logical infrastructure necessary to restore the out-of-date
systems may be available when this ‘legacy data’ needs to
be accessed.”5

Preparation for the Rule 26 Conference 
The obvious place to start preparing for the conference

is to think about the end game. Counsel should consider
some broad questions. First, what kind of electronic dis-
covery is required to prosecute the client’s claims and de-
fend against those of the opposing party? The answer to
this question will vary depending on a number of factors,
including the nature of the claims, the parties, and the
amount in controversy. Second, what types of resources
(both financial and human) does the case justify? For ex-
ample, a dispute over the performance of software (in
which the vast majority of important documents will be
electronic) will require greater focus on electronic discov-
ery from the very beginning of the case. A manufacturing
dispute (in which only a few e-mail messages may be at
issue) could require only minimal electronic discovery
and an entirely different discovery plan. Of course, the
amount in controversy can change the dynamics of both
of the above examples. 

With an understanding of the demands of the specific
case, counsel can then begin to think through the many
issues presented by electronically stored information. One
good source to use for identifying the various issues for
dealing with electronic discovery is “Suggested Protocol
for Discovery of Electronically Stored Information” pre-
pared by the U.S. District Court for the District of Mary-
land (available at www.mdd.uscourts.gov/news/news/
ESIProtocol.pdf; last visited July 12, 2007).

Addressing Admissibility
Counsel should consider how electronically stored in-

formation will be used at trial. To be admitted into evi-
dence, electronic evidence requires the same type of testi-
monial foundation as regular or hard-copy evidence re-
quires. Recently, Chief U.S. Magistrate Judge Paul W.
Grimm issued a 101-page detailed analysis of the various
rules that must be navigated when considering the admis-
sibility of electronically stored information.6 For example,
although the evidentiary rules require that the original
writing, recording, or photograph be admitted to prove

the contents, duplicates may be admitted “unless (1) a
genuine question is raised as to the authenticity of the
original or (2) in the circumstances it would be unfair to
admit the duplicate in lieu of the original.” Fed. R. Evid.
1003. Authenticity requires a showing that the evidence
“is what a proponent claims.” Fed. R. Evid. 901(a). Au-
thenticity may be established through witness testimony,
distinctive characteristics of the evidence, and the like.
Fed. R. Evid. 901(b).

Several courts have held that testimony by a witness
that he or she had printed out e-mails or Internet pages
was enough to satisfy the authenticity requirements. In
one case, a witness’s testimony of having personally re-
ceived and printed e-mails from the defendant was suffi-
cient to prove authenticity.7 A witness can authenticate
documents attached to a declaration when the “pages
[were] printed from the Internet … by [him or her] or un-
der his [or her] direction.”8

When considering whether electronic evidence has
been authenticated, the trustworthiness of the evidence is
the court’s primary concern, which arises because of the
ability to easily manipulate or alter electronic documents
without leaving easily traceable evidence of the changes.
Courts have refused to admit electronic evidence because
they could not determine whether the evidence was accu-
rate. In one such case, the Seventh Circuit affirmed the
lower court’s refusal to admit Internet postings by groups
propounding white supremacy because of the failure to
authenticate the evidence. The Seventh Circuit stated that
authenticating the posting required the defendant to show
that the groups, and not the defendant, had posted the
statements in question.9

In a similar situation, a federal district court refused to
admit information from the U.S. Coast Guard’s online
database of vessels, because there was no way to verify
the authenticity of the information. Specifically, the court
stated, “Anyone can put anything on the Internet. No
Web-site is monitored for accuracy and nothing contained
therein is under oath or even subject to independent veri-
fication absent underlying documentation. Moreover, the
Court holds no illusions that hackers can adulterate the
content of any Web-site from any location at any time.”10

Electronic evidence also must satisfy hearsay require-
ments. Although e-mails are clearly statements made out-
side of court, printouts from Internet sites also have been
held to be hearsay. St. Clair, 76 F. Supp. 2d at 775 (“[A]ny
evidence procured off the Internet is adequate for almost
nothing, even under the most liberal interpretation of the
hearsay exception.”). If the electronic evidence is offered
to prove the truth of the statements found in the docu-
ment or in another format, then the evidence is hearsay
and must satisfy one of the exceptions in order to be ad-
mitted.11

Several courts have excluded electronic evidence for
failing to meet the requirements of one of the hearsay ex-
ceptions. Courts have refused to admit e-mails, because
they were offered for the truth of the matter asserted, did
not satisfy the business records exception of Federal Rule
of Evidence 803(6), and contained multiple layers of
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hearsay without establishing any exceptions to the gener-
al hearsay rule.12 A court also has excluded evidence
even when an Internet service provider could access the
information posted by customers, but the Web postings
themselves could not be construed as business records.13

Some exceptions to the hearsay rules have been applied
to electronic data. In Hardison v. Balboa Ins. Co., 4 Fed.
Appx. 663 (10th Cir. 2001), the court found that Federal
Rule of Civil Procedure 803(6) permits the admission of
computer business records if a party introduces sufficient
foundation. Courts have relied on party admissions under
Federal Rule of Evidence 801(d)(2) to admit electronic ev-
idence. In Sea-Land Services Inc. v. Lozen International
LLC, 285 F.3d 808 (9th Cir. 2002), the appellate court de-
termined that the trial court should have admitted, as a
party admission, an e-mail from the plaintiff to the defen-
dant that was written within the scope of the author’s em-
ployment. Courts have also relied on present sense im-
pression to admit electronic evidence, under Rule
803(1).14 Finally, under Rule 803(8), courts have accepted
the public records exception for electronic evidence.15

As with traditional evidence, a party seeking electronic
evidence must keep in mind how that information will ul-
timately be admitted at trial. A sound discovery plan con-
siders these issues in deciding how to retain information,
how to collect that information from counsel’s client, and
how to obtain that information from the opposing party.

Understanding the Client’s Electronic Information
Policies

With some understanding of how electronic informa-
tion may differ and a strategy for how electronic informa-
tion will be used, the next step is to gain an understand-
ing of the client’s systems and the location of relevant in-
formation. A reasonable place to start is the client’s poli-
cies related to electronic information. Given the current
access to electronic files, many companies have adopted
policies dealing with e-mail and other electronic informa-
tion. Even if the client does not have written policies,
counsel should understand the client’s practices and pro-
cedures in three broad areas: (1) knowledge management
(that is, when and how is information stored); (2) system
knowledge (that is, what information is stored and
where); and (3) accountability (that is, who is responsible
for storing and maintaining the files). 

For example, one electronic discovery problem often
encountered is the use of personal computer devices to
store company information. Company e-mails should nev-
er be sent from personal accounts, and company work
should be performed only on the company’s computers.
However, many companies do not have formal policies
prohibiting such conduct, and those that have such poli-
cies often fail to enforce them. As a result, data stored on
an employee’s device may be overlooked and subse-
quently destroyed. Even if the information is preserved
and its existence is disclosed to counsel, the collection of
the data can present serious issues involving privacy and
chain of custody—for example, a mirror image of the
hard drive could include personal financial data and infor-

mation about how the employee used the Internet during
personal time.

Counsel’s inquiry should not be limited to just the use
of e-mails and transmission of electronic information.
Companies should also have clear policies concerning the
treatment of electronic information in the possession of
employees who have been terminated. For terminated
employees, these policies might include rules governing
the return of electronic information, telephone lines, and
equipment or other sources that may contain electronic
information, such as personal digital assistants and cell
phones. These policies should include a clear directive as
to where and how company property should be returned
and should also include procedures for checking the hard
drive and other electronic equipment of any departing or
departed employee. Without these procedures, a compa-
ny has no way of knowing if sensitive information was
taken or, worse, transmitted to a competitor. Counsel
must be familiar with the company’s formal as well as in-
formal procedures with respect to outgoing or departed
employees’ hard drives and other data storage devices. 

One area that is often overlooked is customer data and
related electronic information. Companies that store cus-
tomer information electronically (as almost every business
does today), lease hardware, or act as application service
providers must have policies in place regarding such data
in order to avoid violating statutes (such as the Health In-
surance Portability and Accountability Act and the
Gramm-Leach-Bliley Act), confidentiality and nondisclo-
sure agreements, and privacy policies. The resolution of
actions brought by the Federal Trade Commission drive
home the importance of dealing with these issues.16

Finally, counsel must learn the client’s policies regard-
ing the preservation of documentation—for example, how
long an electronic file is permitted to be retained. Counsel
should find out if the client has a plan for altering these
policies in order to identify relevant information and to
prevent the destruction of documentation pertaining to it.
Without such a plan, the company could be subject to a
claim of evidence spoliation.17

Understanding the Client’s Electronic Information
Systems

Understanding the client’s policies is just the begin-
ning. As explained in Zubulake v. UBS Warburg LLC, 220
F.R.D. 212, 217 (S.D.N.Y. 2003), a leading case relating to
electronic discovery, litigation counsel has an affirmative
duty to understand the client’s systems. Knowledge of
these systems requires an understanding of the overall
system network—who has the information, where the in-
formation is located, and what kind of information exists.
The answers to these questions will vary depending on
the size and complexity of the client’s organization. 

The types of electronic information a company gener-
ates often include correspondence, accounting informa-
tion, contracts, e-mails, customer service notes, presenta-
tions, and business plans; the list goes on and on. The
content can range from office gossip to mission-critical
documents. Sources that are often overlooked include
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Web sites, electronic bulletin boards, virtual collaborative
tools (such as electronic mark and wipe boards), and
even voice mail. With expanded functionality, even an
employee’s cell phone is likely to have discoverable infor-
mation—telephone lists or “to do” notes, for example.18

The key is to learn what types of information are being
generated, and by whom.

To start the process, counsel must gather information
about (1) the number, types, and locations of computers
currently in use and no longer in use; (2) the operating
systems and application software, including the dates of
use; (3) file-naming and location-saving conventions; (4)
disk-labeling or tape-labeling conventions; (5) backup
and archival disk or tape inventories or schedules; (6) the
most likely locations of relevant electronic records; (7)
backup rotation schedules and archiving procedures, in-
cluding any backup programs in use at any time that is
relevant to the case; (8) the identities of all current and
former employees who have or had access to network ad-
ministration, backup, archiving, or other system opera-
tions during the relevant period. Counsel will need to
work closely, and early on, with the company’s informa-
tion technology staff and with management.

In gathering the information, counsel needs to be
mindful of how the data will be managed during review
and production and ultimately at trial. If counsel intends
to use electronic litigation support tools, such as Applied
Discovery Inc. (www.applieddiscovery.com) or Summa-
tion (www.summation.com), certain steps need to be tak-
en to make sure that counsel is gaining the full potential
from these applications. For example, getting the docu-
ment in a tagged image file format (tiff) will not provide
access to metadata, which are necessary for certain func-
tions, such as full text searches. In addition, a tool like
Robocopy (available in the Windows Resource Kit) col-
lects the data without corrupting the metadata; other
methods can change, for example, the last date modified
metadata field. 

Using Experts
Because these tasks may seem complex and still daunt-

ing to some attorneys, they should determine when it is
time to call in an expert. An expert in electronic docu-
ment collection may be an extremely useful and even es-
sential addition to a litigation team when considering,
seeking, or producing electronically stored information.
The technical proficiency of most legal professionals has
not matched the pace of the increased role that technolo-
gy plays in business. Deciding whether to hire an expert
involves a cost-benefit analysis. Attorneys facing this deci-
sion must first examine internal resources and decide
whether they have the time and expertise to conduct elec-
tronic discovery. Since it is likely that the opposition will
also request electronic discovery in retaliation, counsel
must determine how complex both the client’s and the
opponent’s systems are. An expert may not be needed for
counsel’s own client but may be required in order for
counsel and client alike to access and understand the op-
posing party’s systems and information.

Understanding the Opposing Party’s Systems
With the knowledge of the client’s systems, counsel

can now turn to the opposing party’s systems. All the
same questions and issues that came up with the client’s
system should also be considered when thinking about
what discovery to seek from the opposing party. Counsel
should use the Rule 26(f) conference to determine what
electronic evidence might exist and what computer and
expert resources may be necessary in order to obtain the
evidence. One approach is to have the respective parties’
technical staff come to the meet-and-confer session (pos-
sibly under the cloak of an appropriate protective order to
prevent the meeting from turning into a surprise deposi-
tion). This participation could eliminate confusion and ex-
pedite the process of formulating a realistic discovery
plan. Another idea, if agreeable to all parties, is to have
the expert informally interview the opposition’s most
knowledgeable information specialist. 

At the end of this discussion, the parties should be pre-
pared to define the electronic discovery needed for the
case. The issues faced will vary depending on what was
uncovered. Basic issues include the following: 

• Will production of documents in electronic form be re-
quired at all?

• What file format (native format or imaged documents)
is expected? 

• What physical media will be used for producing the in-
formation?

• How will the parties “bates number” electronic infor-
mation? 

• Will the parties create rules for predisclosure of elec-
tronic information before depositions or hearings?

• Which party will bear the cost of production? 
• Will the parties set rules regarding privilege in order to

avoid document review costs?

Topics for the Rule 26 Conference
In addition to all the issues noted above, under the

amendments implemented in 2006, other areas need to be
discussed at the Rule 26 conference. Although counsel
can be prepared before the conference, both parties will
need to discuss these issues either to reach an agreement
or to identify issues whose resolution may require court
involvement. 

Scope of Discovery 
Under amended Rule 26(b)(2)(B), a party is authorized

to respond to a discovery request by identifying sources
of electronically stored information that are not “reason-
ably accessible because of undue burden or cost,” rather
than producing that information. If the requesting party
seeks discovery from such sources, the responding party
bears the burden of showing that the sources are not rea-
sonably accessible.19 Regardless, a court may order dis-
covery of the information if the requesting party shows
good cause and specifies the conditions for the discov-
ery—a set of circumstances not unlike what some courts
established prior to the amendments.20
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What information is reasonably accessible will be de-
cided on a case-by-case basis. Most courts are likely to
apply the factors used in Zubulake v. UBS Warburg21 to
determine whether production will be required and which
party should incur the cost of production. These factors
include the following: “(1) The extent to which the re-
quest is specifically tailored to discover relevant informa-
tion; (2) The availability of such information from other
sources; (3) The total cost of production, compared to the
amount in controversy; (4) The total cost of production,
compared to the resources available to each party;
(5) The relative ability of each party to control costs and
its incentive to do so; (6) The importance of the issues at
stake in the litigation; and (7) The relative benefits to the
parties of obtaining the information.”

Recently, courts have limited access to electronically
stored information when the case does not warrant intru-
sive measures or the request fails to protect the producing
party’s privileged information. For example, in one case,
the defendants sought approximately 52,000-plus poten-
tially responsive e-mails and 4,400-plus files from six spe-
cific individuals; the court found that the requests were
unduly burdensome and not tailored narrowly enough to
seek information related to the defendants’ affirmative de-
fenses.22 Courts have also refused to permit requests that
were nothing more than “fishing expeditions.”23

Other courts have refused to suppress an e-mail from a
family’s hard drive during divorce proceedings, stating
that “rummaging through files in a computer hard drive
[is] not any different than rummaging through files in an
unlocked file cabinet.”24 Indeed, courts have found that
“[a] discovery request aimed at the production of records
retained in some electronic form is no different, in princi-
ple, from a request for documents contained in any office
file cabinet.”25 Regardless, conclusory statements regard-
ing the costs associated with providing the electronic in-
formation are not likely to satisfy the burden under Feder-
al Rule of Civil Procedure 26(b)(2)(B) to establish that the
information “is not reasonably accessible because of un-
due burden or cost.”26

Privilege Issues
If a party has mistakenly produced information in dis-

covery that it asserts is privileged or protected as a work
product, Rule 26(b)(5)(B) establishes a procedure for ad-
dressing that issue. The producing party must notify the
receiving party, identify the inadvertently produced infor-
mation, and state the basis for the claim. After notification,
the receiving party must return, sequester, or destroy the
information. In addition, the receiving party may not use
or disclose the information until the claim is resolved. The
receiving party does have the option of directly present-
ing the information to the court in order to determine
(1) whether the information is privileged or protected
and, if so, (2) whether the disclosing party has waived
these protections. During this period, the producing party
must preserve the information pending the court’s ruling.

Finally, the form of producing electronically stored in-
formation has been a source of dispute in discovery. Un-

der the general provisions of Rule 34, the responding par-
ty typically must produce the discovery “in the format in
which that party routinely uses or stores them, provided
that electronic records shall be produced along with avail-
able technical information necessary for access or use.”27

The Rule 26(f) conference presents counsel with the op-
portunity to address these issues proactively and to set
agreed-upon standards in an attempt to eliminate uncer-
tainty.

Form of Production
Amended Rule 34 provides (1) a structure and proce-

dure for the parties to identify the production form that is
most appropriate for litigation; (2) guidance to the re-
sponding party if no request, order, or agreement speci-
fies the form of production; and (3) guidance to the court
if a dispute does arise. The amended rule also allows, but
does not require, a requesting party to specify a form for
producing electronically stored information. If the re-
questing party does not specify the form of production
and there is no agreement requiring a particular form,
Rule 34(b)(ii) specifies default forms of production: “form
or forms in which it is ordinarily maintained or in a form
or forms that are reasonable usable.” 

Of course, the amended rules do not permit unlimited
access, and courts can look back to rulings made before
the rule was amended for guidance. Courts have loosened
the requirements when opposing parties request access to
proprietary or other confidential data. For example, in
one case, the 11th Circuit overturned the district court or-
der permitting the plaintiff unfettered access to the defen-
dant’s databases that detailed all customer contacts,
among other things, because the order permitted the
plaintiff access to information without permitting the de-
fendant to object prior to its disclosure.28 Other courts
have refused to grant plaintiffs unlimited access to a de-
fendant’s computer system29 or refused to order the de-
fendant to provide its entire source code to the plaintiff
and the corresponding hard drives because of the volume
and proprietary nature of the information.30

Preservation of Documentation
In the Rule 26(f) meeting, the parties should determine

to the extent possible the scope of the duty to preserve
evidence. As the reliance on electronic storage of docu-
ments and methods of communication grows, communi-
cations or drafts that individuals or companies typically
did not preserve or save in the past are now preserved in
e-mails and documents saved on computer hard drives,
networks, or other media. This large increase in the vol-
ume of potentially discoverable information—along with
the numerous locations where electronic data may be
stored—results in not only more potential evidence to
maintain and review but also greater risk that some evi-
dence may be lost, altered through the general course of
business, destroyed as part of an adopted retention poli-
cy, or destroyed intentionally. These greater risks equal a
higher risk of sanctions for discovery violations, including
spoliation.
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The parties can use the Rule 26(f) conference as an op-
portunity to narrow the task of dealing with electronic in-
formation early on by stipulating to what electronic infor-
mation must be retained and what may be ignored. The
parties should consider a mechanism for identifying “key
custodians,” for which the information must be preserved.
Time limits should be considered so that a party is not re-
quired to unnecessarily retain legacy data, end-of-life op-
erating platforms, or backup tape vaults and needed
memory stores.

Consequences of Discovery Failures
Failing to preserve or produce relevant information

that has been stored electronically can result in conse-
quences ranging from dismissal of a complaint31 and a
default judgment32 to exclusion of witnesses33 and pay-
ment of monetary sanctions for late production34 costs as-
sociated with the motion for sanctions and the costs of a
special master appointed by the court to oversee discov-
ery after the defendants had replaced and destroyed a
hard drive containing relevant information.35

One often-cited example illustrating the consequences
of failing to produce electronic evidence was the ruling in
a fraud case brought by New York financier Ronald Perel-
man against investment banking firm Morgan Stanley.
Morgan Stanley repeatedly failed to turn over e-mails that
were connected to a merger in 1998 between Coleman
Inc., a company owned by Perelman, and Morgan Stan-
ley’s client, Sunbeam Corporation.36 The court ruled that
Morgan Stanley had been “grossly negligent” in handling
its e-mails, saying that  “[t]he prejudice to [Perelman] from
these failings cannot be cured.” As a result, the court told
jurors that they could infer that Perelman was a victim of
fraud. In making this ruling, the judge suggested that Mor-
gan Stanley may have withheld information because it
wanted to hide the Securities and Exchange Commission’s
probe into its e-mail retention policies. Just a week before
this ruling, Morgan Stanley disclosed that the SEC was
considering enforcement action against the firm for not
properly retaining e-mails.37

Another recent example of the possible consequences
of a failure to produce electronic evidence is the jury ver-
dict reached in Zubulake.38 On April 6, 2005, the jury or-
dered the defendant, UBS, to pay $29.2 million to its for-
mer sales associate, Laura Zubulake, who had sued UBS
for gender discrimination.39 The judge had instructed the
jury that it could conclude that e-mails that were de-
stroyed contained information adverse to UBS. The Zubu-
lake decision set forth a preferred procedure for preserv-
ing information when required, including the following
steps: 

• preserving backup tapes for key employees or others
who have relevant information; 

• retaining both current and archived backup tapes iden-
tified as potentially relevant;

• cataloging documents created after the duty attaches in
a separate file for easy collection and review; and 

• taking mirror images of computer hard drives. 

Indeed, following such practices and resolving issues
during the Rule 26(f) conference can provide a strong ar-
gument for avoiding sanctions. A recent decision made by
the Eighth Circuit in Greyhound Lines Inc. v. Wade reflects
the current trend to require some degree of bad faith be-
fore issuing sanctions.40 Including the safe harbor provi-
sion in the recent amendments provides support for other
courts to continue this trend. Rule 37(f) (“Absent excep-
tional circumstances, a court may not impose sanctions …
for failing to provide electronically stored information lost
as a result of the routine, good-faith operation of an elec-
tronic information system.”). 

Conclusion
The items discussed in this article do not present an

exhaustive list of issues related to electronic discovery,
but dealing with these issues can help structure counsel’s
approach. The recent amendments to the Federal Rules of
Civil Procedure now require every attorney to confront
these issues. With some planning and understanding of
these issues, counsel can address many of the uncertain-
ties of electronic discovery and thereby improve the quali-
ty of the discovery process and ultimately benefit their
clients. TFL
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