Split Over the Use of the CFAA

In recent years, employers have used the Computer Fraud
and Abuse Act (CFAA)’s focus on the issue of computer
trespass against disloyal employees who take proprietary
computer data to a competitor. However, lower courts
are divided on the CFAA’s scope, and a circuit split has
developed over interpretation of the CFAA on the question
of authorized access.
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Against Disloyal Employees

T

he Computer Fraud and Abuse Act
(CFAA), a computer trespass statute,
has been called “one of the broadest
federal criminal laws currently on the books.”1
When enacted in 1984, the act was intended
to criminalize computer hacking.2 One Congressman noted that “[t]he hacker of today
can become the white-collar crime superstar
of tomorrow.”3 Originally designed to protect
computers having a specified federal interest,
such as national security, financial records,
and government property,4 the CFAA has been
expanded a number of times.5 For example,
the statute was expanded in 1994 to allow private entities to assert a civil cause of action and
obtain compensatory damages and other equitable relief.6 In 1996, the CFAA was amended
to expand the class of protected computers
to include any computer “used in interstate
or foreign commerce or communication.”7 In
about a dozen years, the scope of this criminal
statute went from covering a limited set of protected computers to possibly every Internetconnected computer in the United States.8
The CFAA also has been called “remarkably vague,” leaving the
courts to grapple with what the statute means.9 The CFAA has
been asserted to cover a wide range of activity such as: exploiting
code-based security flaws;10 launching a denial of service attack on
a website;11 spoofing IP addresses to avoid access restrictions;12

allowing an unauthorized person to use the valid password of
another;13 violating a website’s terms of service;14 and accessing
information stored on an employer’s computer for a competing
business.15 In recent years, employers have used the CFAA against
disloyal employees who take proprietary computer data to a competitor.16 Indeed, disgruntled employees who are about to resign
still have access to computer systems and the ability to copy data
prior to their departure.17 One advantage of using the CFAA is its
focus on the issue of computer trespass rather than on the quality
of the computer data being accessed.18
However, the lower courts “are deeply divided on the
[CFAA’s] scope, with some courts concluding that the law is remarkably broad.”19 And a circuit split has developed over how
to interpret the CFAA on the question of authorized access,
including whether employers can continue to use the CFAA
against disloyal employees.

Circuit Split Over “Access”
The CFAA prohibits “access without authorization” and
“exceed[ing] authorized access” to a protected computer.20 In
2006, the Seventh Circuit relied on the agency relationship
between an employee and employer to determine whether access was authorized or not, in International Airport Centers,
L.L.C. v. Citrin.21 The defendant Citrin decided to start his
own business in competition with his employer, International
Airport Centers (IAC), and used a secure-erase program that
permanently erased all the data (presumably including evidence
of Citrin’s allegedly improper conduct) on a laptop computer
provided to him by IAC prior to quitting.22 Citrin “knew the company had no duplicates of [the destroyed data].”23
The court noted that an employee’s authorization to access
the employer’s computer data is based on the agency relationship between the employer and employee, and Citrin’s authorization ended when he breached the duty of loyalty to IAC.24 “[T]
he authority of the agent terminates if, without knowledge of the
principal, he acquires adverse interests or if he is otherwise guilty
of a serious breach of loyalty to the principal.”25 Taking and using
an employer’s proprietary information in competition against that
employer would appear to constitute a serious breach of loyalty.
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A broad interpretation of access under the CFAA—finding liability for an employee who violates the computer use policies of an
employer—was adopted by the Fifth and Eleventh circuits as well.26
The Ninth Circuit, on the other hand, was charting a different path,
and, in 2012, addressed the CFAA en banc in United States v. Nosal.27
Nosal was an independent contractor (and a former high-level employee) at executive search firm Korn/Ferry International who signed an
agreement to not compete against Korn/Ferry for one year.28 During
that time, however, Nosal accessed confidential and proprietary information in the Korn/Ferry computer system to obtain customer lists and
other trade secrets for a competing business he was starting. Several
employees also helped access the Korn/Ferry computer system to obtain confidential information and trade secrets for Nosal. Korn/Ferry
had an express computer usage policy, which was reflected in an opening computer screen warning: “This product is intended to be used by
Korn/Ferry employees for work on Korn/Ferry business only.”29
The Ninth Circuit held that the CFAA did not give a private party’s use policies the force of law.30 Because an employer’s use-restrictions or a website’s terms of service policies may change at any time
with little or no prior notice, what was lawful conduct one day could
become unlawful the next.31 This could impose unexpected burdens
on defendants. The court suggested that CFAA would be unconstitutionally vague if violating a website’s terms of service (which typically are written to give the website’s owner a broad right to cancel
accounts without liability) could be construed to be unauthorized or
to have exceeded authorized access that results in criminal liability.32
Among the litany of hypothetical examples of adverse consequences that may arise from giving a private party’s use policies the
force of law, Chief Judge Kozinski noted that numerous dating websites have terms of service that “prohibit inaccurate or misleading
information,” and that under the government’s proposed interpretation of the CFAA, “describing yourself as ‘tall, dark and handsome,’
when you’re actually short and homely, will earn you a handsome
orange jumpsuit.”33
Many workplaces also have policies that forbid using the Internet
at work for a non-work purpose, and the tendency of people’s minds
to wander and procrastinate by connecting to the Internet at work
for a non-work purpose “would make criminals of large groups of
people who would have little reason to suspect they are committing
a federal crime.”34 To police against improper conduct by an employee involving a computer, the court noted that employers would
still have recourse to other laws regarding wire fraud, trade secrets,
or contracts, instead of the CFAA.35
The court concluded that the “exceeds authorized access” language “in the CFAA is limited to violations of restrictions on access
to information, and not restrictions on its use.”36
The Ninth Circuit’s narrow interpretation of the CFAA in Nosal
has since been adopted by the Fourth Circuit and by district courts
in other circuits.37 So the ability to use the CFAA against disloyal
employees in those jurisdictions is limited. Accordingly, employers
should maintain appropriate physical and technological barriers as
part of their internal security protocols and data protection strategies
for sensitive information, especially for an employer with branches in
multiple states. With the split between the Nosal and Citrin lines of
authority, whether an employer’s computer-use policy can be the basis
for a CFAA claim against a disloyal employee may depend on which
part of the country the alleged unauthorized access happens to occur.
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The Story of Aaron Swartz
While there has been speculation that the circuit split over the
CFAA may eventually come before the U.S. Supreme Court, interest
in legislative reform of the CFAA has since escalated as a result of
the tragic death of Aaron Swartz.
At age 14, Swartz was working with leading technologists to craft
open standards such as the RSS specification for sharing information
on the Internet.38 He then helped Lawrence Lessig with Creative Commons, which promotes the use of simple, standardized copyright licenses that give the public permission to share and use creative works.39
At age 19, he was a founding developer of Reddit, a widely used social news website where users can post news links and vote on them.40
Swartz later became a political activist for Internet freedom and social
justice issues, and formed the advocacy group Demand Progress.41
In late 2010, however, Swartz allegedly attempted to access
and download a large number of academic articles from JSTOR (or
Journal Storage), a nonprofit that provides a searchable database of
digitized academic journals.42 Libraries and universities pay a subscription fee to JSTOR for access.43 JSTOR’s terms of service (TOS)
prohibit downloading or exporting documents using automated
computer programs, and JSTOR also uses technological measures to
prevent such automated downloading.44
Swartz allegedly used a laptop connected to the computer network of the Massachusetts Institute of Technology (MIT), a JSTOR
subscriber, to access the database.45 MIT is known to have a permissive computer culture, and its network is open and available to
anyone on campus, whether or not they are part of the school. As
a result, anyone on the MIT campus could have access to JSTOR.46
In response to Swartz’s downloading of JSTOR articles, JSTOR
blocked the Internet protocol (IP) address for MIT that had been
assigned to Swartz’s laptop to prevent further access. Swartz then
established a new IP address on the MIT network to sidestep JSTOR’s technical block.47 JSTOR complained to MIT about this activity, and MIT blocked the Swartz laptop from its network based on
the laptop’s MAC address (which is a unique identifier assigned to
each computer’s network interface).48 Swartz avoided MIT’s block by
changing (spoofing) his laptop’s MAC address.49 This cat-and-mouse
game went on for a few weeks in September 2010 but later ceased as
Swartz apparently became more interested in the upcoming November elections than in this academic downloading escapade.
Later, in November or December 2010, Swartz allegedly plugged
his laptop directly into MIT’s computer network in an unlocked wiring
closet located in a basement on MIT’s campus, and continued to download articles from JSTOR, but at a slower rate.50 MIT traced the location
of the laptop in the closet and decided to treat the downloading as a
criminal matter. Local police were joined by a Secret Service agent,
who recommended installing a surveillance camera in the closet.51 A
few days later, in early January 2011, Swartz allegedly entered the wiring closet and removed the laptop.52 He was arrested later that day.
JSTOR declined to pursue legal action against Swartz after he
turned over his hard drives, which contained 4.8 million JSTOR documents.53 But the federal government charged Swartz with violations of
the CFAA in the U.S. District Court for the District of Massachusetts.54
For violating JSTOR’s use policies and technical restrictions, the U.S.
Attorney’s Office stated that Swartz “faces up to 35 years in prison …
and a fine of up to $1 million.”55 Carmen M. Ortiz, the U.S. attorney
overseeing the case, was quoted as saying that “stealing is stealing,
whether you use a computer command or a crowbar, and whether

you take documents, data or dollars.”56 It has been reported that the
government asserted the documents downloaded from JSTOR were
worth $2 million, which would justify a seven year prison sentence.57
But the downloaded documents apparently included archaic publications such as the 1942 edition of the Journal of Botany.58 According to Professor Lessig, “[A]nyone who says that there is money to be
made in a stash of academic articles is either an idiot or a liar.”59
A computer expert for the defense asserted that Swartz did not
“hack” the JSTOR website under any reasonable definition because
he did not use parameter tampering, break a CAPTCHA, or do anything more complicated than automate a process that downloads a file
in the same manner as clicking “Save As” from a browser.60 Whether
this defense would have been successful is questionable because the
CFAA prohibits more than just traditional hacking. Furthermore, the
case was pending in the District of Massachusetts, and in EF Cultural
Travel BV v. Zefer Corp, the First Circuit previously had stated in
dicta that explicit restrictions set forth on a website’s terms of service
could be enforced under the CFAA.61 Thus, a Massachusetts court
might not have followed Nosal’s narrow interpretation of the CFAA
that would have excluded terms of service violations.
Moreover, a later post-Nosal case, Craigslist, Inc. v. 3Taps, Inc.,
held that changing one’s IP address to circumvent IP address blocking could constitute unauthorized access under the CFAA.62 The
defendant, 3Taps, was accused of scraping data from the Craigslist

person does not use ‘anonymous proxies’ to bypass an IP block set up
to enforce a banning communicated via personally addressed ceaseand-desist letter.”68 The court concluded that “a meaningful distinction
exists between restricting uses of a website for a certain purpose and
selectively restricting access to a website altogether.”69
The court noted that 3Taps had articulated “intuitive ways that
Congress might draw the relevant statutory lines,” such as suggesting that the CFAA should only protect “non-public information
protected by a password, firewall, or similar restriction.”70 But the
statute currently “protects all information on any protected computer accessed ‘without authorization,’” and nothing in the statutory
language excludes the computers for a website from being protected
by the CFAA.71 Although the “current broad reach of the CFAA may
well have impacts on innovation, competition, and the general ‘openness’ of the internet … it is for Congress to weigh the significance
of those consequences and decide whether amendment would be
prudent.”72
For Swartz, facing criminal charges under the broad reach of the
CFAA for a year-and-a-half, the government offered him a plea bargain
requiring a felony conviction, under which the government would recommend a six-month prison term (although his defense counsel could
argue to the judge for probation instead).73 The government would
not back off its demand for jail time.74 With his case moving toward
trial, 26-year-old Swartz took his own life in January 2013.75

Chief Judge Kozinski noted that under the government’s proposed interpretation
of the CFAA, “describing yourself as ‘tall, dark and handsome’ when you’re
actually short and homely, will earn you a handsome orange jumpsuit.”
website to aggregate and republish ads from that website. Craigslist
sent 3Taps a cease-and-desist letter and blocked the IP addresses
associated with 3Taps—but 3Taps continued to access the Craigslist
website by changing its IP addresses.63
Craigslist was a public website, but the court noted that Craigslist
had exercised its power to revoke the general permission it granted to
the public to access the information on its website on a case-by-case
basis through its cease-and-desist letter and IP blocking measures, so
further access by 3Taps after that rescission could be without authorization.64 While the court acknowledged that “IP blocking may be an
imperfect barrier to screening out a human being who can change his
IP address,” the court found that “it is a real barrier.”65
Circumventing of an IP address block after receiving a cease-anddesist letter was distinguished from merely violating terms of service (which under Nosal would not be a CFAA violation). The court
noted that having one’s IP address blocked after receiving a letter
constituted clear notice that one’s specific right to access the website had been revoked.66 But the court also noted that there could be
“difficult questions concerning the precise contours of an effective
‘revocation’ of authorization to access a generally public website.”67
Accordingly, the notice issue may turn on how clearly the website
ban is communicated to the defendant, together with the technological restriction employed.
Addressing 3Taps’ argument that prohibiting people from accessing
websites they have been banned from could criminalize large swaths of
ordinary behavior under the CFAA, the court noted that “the average

Aaron’s Law
There have been several proposals to amend the CFAA after Swartz’s
death became a rallying cry to have Congress reform the CFAA.
Orin Kerr, a professor at the George Washington University Law
School and a former federal prosecutor, has proposed a number of
changes to the CFAA including “(1) eliminating liability for exceeding authorized access, (2) tightening the felony thresholds throughout the statute, and (3) eliminating several sections of the statute,
including … the civil liability provision, which is chiefly responsible for
the overly expansive readings of the statute.”76 He also proposed that
“access without authorization” means “to circumvent technological
access barriers to a computer or data without the express or implied
permission of the owner or operator of the computer.”77 Kerr later
posted a series of scenarios in an attempt to help identify what should
be the proper line between access to a computer that is authorized
versus not under the CFAA.78 Those scenarios included examples of
circumventing cookie-based restrictions and CAPTCHA gates.79
The Electronic Frontier Foundation (EFF) has proposed defining “without authorization” to mean “to circumvent technological
access barriers to a computer, file, or data without the express or
implied permission of the owner or operator of the computer to access the computer, file, or data, but does not include circumventing
a technological measure that does not effectively control access to a
computer, file, or data.”80 The EFF wants to avoid penalizing “people
who have permission to access data but use light technical workarounds to access that data.”81 The EFF appears to have borrowed
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language from the anticircumvention provisions of the Digital Millennium Copyright Act (DMCA), which have been interpreted to mean
that a technological measure restricting one form of access but leaving another route wide open, does not “effectively control access.”82
On the heels of these proposals, Rep. Zoe Lofgren (D-Cal.), along
with Reps. James Sensenbrenner (R-Wis.), Mike Doyle (D-Pa.), Yvette
Clarke (D-N.Y.), and Jared Polis (D-Co.), introduced Aaron’s Law Act of
2013 to reform the CFAA.83 Sen. Ron Wyden (D-Ore.) introduced companion legislation in the Senate.84 The bill would eliminate the “exceeds
authorized access” language from the statute and define “access without authorization” to mean obtaining information on a protected computer that the accesser lacks authorization to obtain by circumventing
one or more technological measures that exclude or prevent unauthorized individuals from obtaining or altering that information.85 Lofgren’s
accompanying summary identifies examples of technological or physical measures as “password requirements, cryptography, or locked office
doors.” 86 The summary further states that the proposed changes are
intended to codify the Nosal line of decisions, and make clear that the
CFAA does not outlaw mere violations of terms of service, while “bypassing technological or physical measures via deception (as in the case
with phishing or social engineering), and scenarios in which an authorized individual provides a means to circumvent to an unauthorized individual (i.e., sharing login credentials)” would be prohibited.87 This proposed legislation would require employers nationwide to focus more on
technological measures to secure their computer systems rather than
on corporate policies in order to assert the CFAA against a disloyal employee who misuses his or her access to the employer’s computer data.
It may be a long political journey for these legislative proposals to
reform the CFAA especially since “Congress rarely scales back criminal
laws.”88 And proposals to narrow the scope of a criminal statute often include provisions for increased penalties.89 “To be successful, [the effort
to pass Aaron’s Law] will likely take substantial time and require sustained and intense support from all of you,” according to Lofgren.90 
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