Phishing
Fishing on Facebook:
Do You Ask Job Applicants

There are only a handful of reported
instances where employers have requested
that applicants or employees turn over their
social media passwords. Nevertheless, this
practice has generated scathing headlines in
several media outlets. This article examines
business and legal implications that arise
when employers request applicants’ and
employees’ login information.
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64 • The Federal Lawyer • September 2013

Lily M. Strumwasser

for Their Social Media
Passwords?

W

hile reviewing applicants for an
available position at your company,
one candidate’s resume sparks your
interest. You enter his name into Google,
which leads to his LinkedIn, Twitter, MySpace,
and Facebook profiles. The profiles reveal
little, as the applicant has blocked his profiles
from public view. Nevertheless, he is well
qualified for the position, so you invite him
in for an interview. You begin by asking questions about his experience and references.
Then, you ask him to provide you with his
Facebook username and password so you can
view his restricted profile. You believe that
getting a glimpse of the applicant’s private life
will help you evaluate if he is a good fit with
the company.
“Social Media Creates Huge New Portals for the Mass Disclosure of Private Information”1
In 2012, an interviewer asked Justin Bassett the same question when he interviewed for a statistician position. Outraged
by the interviewer’s invasive question, Bassett withdrew his
application. The Associated Press reported Bassett’s story, and
it went viral. The blogosphere lit up with discussion regarding
employers asking potential employees for social media login
information.
Facebook’s chief privacy officer responded with a statement
condemning the practice. Later that week, Sens. Richard Blu-

menthal (D-Conn.) and Charles Schumer (D-N.Y.) wrote to the
U.S. Department of Justice (DOJ) and the Equal Employment
Opportunity Commission (EEOC) emphasizing their concern
that employers who obtain social media login information from
applicants could access private information “under the guise of
a background check [that] may simply be a pretext for discrimination.”2 The senators asked the DOJ and EEOC to investigate
whether asking for Facebook passwords during job interviews
violates federal law.
Other federal legislators rushed to introduce laws that prohibit employers from requiring applicants and employees to
provide access to their social media accounts. On April 27, 2012,
Rep. Eliot Engel (D-N.Y.) introduced the Social Networking
Online Protection Act (SNOPA), which calls for a nationwide
ban on the practice of requesting access to employees’ and
applicants’ personal accounts. Twelve days later, the Password
Protection Act (PPA) of 2012 was introduced in the Senate and
a parallel bill was introduced in the House. If passed, the PPA
will “prohibit employers from taking adverse actions against
employees for refusing to disclose such passwords and [make]
employees ... eligible to receive compensatory damages and
injunctive relief” in case of violations.3
With this federal law pending, 12 states—Arkansas, California, Colorado, Illinois, Maryland, Michigan, Nevada, New Mexico,
Oregon, Utah, Vermont, and Washington—have enacted laws
that prohibit employers from requesting employees or job applicants to provide login information for social media accounts.
These bills attracted broad, bipartisan support. Thirty-six additional states have introduced similar legislation or have legislation pending. Although unique to each state, in general, each law
prohibits employers from requesting passwords to employees’
or applicants’ personal social media accounts such as Facebook,
LinkedIn, Twitter, and MySpace.
If you, as an employer, ask applicants or employees to provide their social media passwords, this article pertains to you.
If your company is located in a state shaded green in the map
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below, this practice is illegal. If your company is located in a state
shaded blue in the map below, legislation is pending that may make
asking for private login information illegal.
Even if you are not located in a “protected password” state, are
you aware of the negative media attention and lawsuits that may
result from asking employees or job applicants for their login information? If you are an attorney representing employers, are your
clients up to date on this issue? Do your clients have written policies regarding requesting applicants’ and employees’ social media
passwords?
This article examines business and legal implications that arise
when employers request applicants’ and employees’ login information, discussing everything from the negative press associated with
such practices, legal pitfalls, and recommendations to employers.

“Information That You Can’t Ask for in a Job Interview—Go on
the Web, It’s All There”4
Historically, pre-employment screening techniques consisted
of written applications, questionnaires, interviews, and reference
checks. Advancements in technology spurred the development of
additional forms of screening, such as criminal and credit history
checks. Facebook and other social media outlets also created a new
avenue for performing this due diligence. People display their digital
identities for friends, family, and even strangers to view. More than
1 billion people worldwide have registered accounts with Facebook,
and their profiles can reveal their name, country, zip code, gender,

date of birth, religion, education, sexual preference, marital status,
political preferences, interests, and activities. In addition, many
Facebook users have posted or are tagged in pictures or videos.
Despite recent legal turmoil, many employers use Facebook
and other social media outlets as a screening tool for job applicants. A recent study commissioned by Microsoft Corporation
found that nearly 80 percent of individuals hiring and recruiting
use the Internet to investigate candidates.5 Another report by
NBC News indicated that more than 77 percent of employers find
information about candidates online, and 35 percent have dismissed candidates based on these findings.6 As pointed out by one
employment litigation attorney, “[i]t’s unlikely that a job applicant
would ever attach provocative photos, detailed descriptions of
sexual escapades, or a list of hobbies that includes funneling beer
and recreational drug use on [a] resume. But with just a few clicks
of the mouse, you can find out all sorts of revealing information
about potential candidates.”7
Many employers want to know that their hires possess sound
judgment and discretion because new employees often gain access
to sensitive materials and information. Employers also look for
employees who will “fit” well with the organization. One survey
revealed that employers ranked an applicant’s attitude as the
most important factor when conducting interviews.8 Additionally,
employers want to ensure they do not hire someone whose actions
can render the employer liable under a negligent hiring theory.
Thus, many employers use social media to obtain a realistic view
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of the applicant. But, when applicants block their profile from the
public’s view, it inhibits employers’ research.

dora’s box of issues.”11 The following discussion provides employers
with an overview of the types of lawsuits they may face under existing laws if they ask for private login information.

Requesting Social Media Passwords—It’s Bad for Business
There are only a handful of reported instances where employers have requested that applicants or employees turn over their
social media passwords. To date, no court has issued a decision
on this issue. Nevertheless, this practice has grabbed headlines in
Forbes, Fox News, CNN, and many other media outlets and blogs.
The public has launched salvos of complaints against the few
employers who ask—or even require—applicants or employees
to provide their personal login information. The media attention
has triggered responses from employers, lawyers, and legislators
across the nation. The pitfalls of this practice are apparent: bad
press is bad for business. The discussion that follows provides a
brief overview of syndicated news outlets that have reported stories about employers requesting private passwords from employees and job applicants.
In 2006, Fox News reported that the Sheriff’s Office in McLean
County, Ill., asked applicants to sign into their social media accounts
during interviews so it could screen private websites. The interviewer defended his practice and explained that the office used
the information obtained from the social media pages to “weed out
those who have posted inappropriate pictures, had inappropriate
relationships with people who are underage, or engaged in other
illegal behavior.”9
In 2009, ABC News reported that the City of Bozeman, Mont.,
required all applicants to provide login information to social networking sites of which they were members, including Internet-based
chat rooms, social clubs, or forums, which included Facebook,
Google, Yahoo, YouTube.com, or MySpace. The city’s assistant
manager explained that the process was a component of a thorough
background check.
In 2010, National Public Radio aired an interview with Robert
Collins, a prior Maryland Department of Public Safety and Correctional Services employee who was asked to hand over his login
information upon returning from leave. The interviewer told Collins
that the agency needed his Facebook password so it could verify
that he was not affiliated with any gangs. Collins complied with the
request and later explained that he did so because he needed the
job to feed his family; he felt like he “had no choice” but to agree
with the demand.10
In 2011, NBC News reported that the superintendent of a Michigan school district asked Kimberly Hester, a teacher’s aide, for her
Facebook password because Hester’s Facebook page reportedly
contained a photo of a co-worker with her pants around her ankles.
When Hester refused to turn over her Facebook password, the
school suspended her employment.
After the media scrutinized these incidents, many of the abovementioned employers discontinued their practice of requesting
personal login information from employees and applicants. Nevertheless, the legal implications of these employment practices are
looming large.

Liability Under Antidiscrimination Laws

High-Tech Discrimination

Privacy Rights

Even in the absence of statutory authority, there are several
legal risks associated with employers requesting applicants’ and
employees’ login information. The practice opens a “whole Pan-

Employers who request applicants’ and employees’ login information may also be in violation of the Electronic Communications
Privacy Act of 1986 (ECPA) and the Stored Communications Act

Requesting social media passwords from applicants and employees opens the door to potential claims under Title VII of the Civil
Rights Act of 1964, the Americans with Disabilities Act (ADA),
the Age Discrimination in Employment Act (ADEA), and various
state laws. Title VII forbids discrimination against applicants and
employees based on race, color, religion, sex, or national origin.
Rather, employment decisions must be grounded in legitimate,
non-discriminatory motives. The EEOC’s Guide to Pre-Employment
Inquiries states that employment questions concerning the protected status of an applicant violate Title VII “unless the information
is needed to judge an applicant’s competence or qualification for the
job in question.”12
The ADA prohibits discrimination against qualified individuals
“who, with or without reasonable accommodation, can perform the
essential functions of the employment position that such individual
holds or desires.”13 It goes a step further than Title VII by prohibiting employers from asking applicants about the existence, nature,
or severity of a disability. According to the EEOC, this “helps ensure
that an applicant’s possible hidden disability (including a prior history of a disability) is not considered before the employer evaluates
an applicant’s non-medical qualifications.”14
The ADEA forbids discrimination against individuals age 40 or
older. Like Title VII and the ADA, the ADEA contains an exception to the prohibition of age-based discrimination, which allows an
employer to consider an applicants’ or employees’ age if it is a bona
fide occupational qualification (BFOQ) that is reasonably necessary
for the normal operation of the business. Additionally, several state
and local laws prohibit employers from making employment decisions based on sexual orientation, marital status, pregnancy, political affiliation, genetic affiliation, and gender identity.
It is easy to see how applicants or employees could post pictures
or information describing their race, color, religion, sex, national
origin, disability, age, sexual preference, or genetics on their social
media accounts. For example, a woman may post pictures of her
seven children on her Facebook page. Someone else could post
pictures celebrating a 50th birthday. Another applicant may have
photos of excessive drinking. These pictures could raise issues of
sex, age, and disability discrimination.
Against this backdrop, the risk of viewing applicants’ and
employees’ social media profiles is clear. Even if employers who
solicit login information do not make hiring decisions based on
the online content, they may still face discrimination lawsuits. The
applicant could easily point to the employer’s practice of viewing
social media pages to prove constructive knowledge of the applicant’s protected status and the employer’s discriminatory intent.
At the very least, this presumption could create liability if a lawsuit
is filed. Plaintiffs can also use evidence of discriminatory intent to
extract large settlements or awards if their case is taken to trial.
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(SCA). Title I of the ECPA, commonly referred to as the Wiretap Act,
prohibits the unauthorized interception of wire, oral, and electronic
communications. Title II prohibits unlawful access to a person’s electronic communications without that person’s authorization.
In Pietrylo v. Hillstone Restaurant Group, Brian Pietrylo
and Doreen Marino created a MySpace group15 where they posted
negative and offensive remarks regarding restaurant management.
The privacy settings on the MySpace group blocked upper management from viewing the content. One manager later learned of the
MySpace group when an employee, Karen St. Jean, showed him a
posting from it. This manager, in turn, told another manager about
the MySpace group. St. Jean later provided her login information
to both managers, granting them access to the MySpace group and
its offensive content. Based on the MySpace postings, management
fired Pietrylo and Marino.
Pietrylo and Marino responded by filing suit in the U.S. District
Court for the Northern District of New Jersey. They alleged, among
other things, that the employer violated the SCA and the parallel
New Jersey Wiretapping Act by obtaining unauthorized access to
private employee communications. The plaintiffs relied on St. Jean’s
testimony that, “she felt she had to give her password” to the managers because she worked for them.
The jury dismissed several of the claims, but found that the
employer violated the SCA, and offered modest compensatory damages. The jury’s verdict hinged on its finding that the managers were
not authorized to enter the MySpace group.
Like the employees in Pietrylo v. Hillstone Restaurant Group,
employees and applicants who provide employers with their social
media login information may have a viable argument under the SCA
that requesting the information was unauthorized and therefore
unlawful. Employers defending similar cases can attempt to distinguish Pietrylo by relying on the fact that the court found that the
employer violated the SCA based on one subjective statement by an
employee-witness. Notably, “a different court might well apply an
objective test and reach a different result.”16

Another Employer Minefield—Social Networks’ Terms of Service
Employers who request that applicants and employees turn
over their social media passwords must sidestep another minefield:
social media websites’ terms of service. For example, section 4.8
of Facebook’s statement of rights and responsibilities states that
users “cannot share your password . . . let anyone else access your
account, or do anything else that might jeopardize the security of
your account.”17 To date, Facebook has not brought a lawsuit against
an employer who requested login information, and the grounds
for such a lawsuit remain unclear. Nevertheless, Facebook’s chief
privacy officer warned employers that Facebook will “take action to
protect the privacy and security of our users, whether by engaging
policymakers, or where appropriate, by initiating legal action.”18

Update Social Media and Password Policies
It is suggested that employers create formal written policies
clearly stating that managers, supervisors, and human resource staff
cannot request applicants’ or employees’ social media passwords.
This blanket “don’t ask” policy will protect employers from the
assortment of laws addressing access to applicants’ and employees’
social media accounts. Remember though, looking at content available to the public domain is fair game. The impact of social media in
the workplace is a constant evolution of federal and state laws. So,
play it safe. Protect your company by implementing a policy; have
it reviewed by your lawyer; consistently enforce it; and include it in
the company handbook.

If You Must Ask, Prepare Yourself to Defend Your Practice in Court
Some employers may have a legitimate business reason for
viewing applicants’ and employees’ private websites. In that
instance, if employers request private login information, they
should be prepared to defend the practice as a business necessity.
For example, the Financial Industry Regulatory Agency (FINRA)
and the Securities and Exchange Commission (SEC) have made it
clear that they need to monitor employees’ social media accounts
to maintain security in the finance industry. While some of the
states’ social media laws carve out exceptions for employers subject to FINRA’s compliance regulations, other states’ laws do not.
No court has addressed the conflicts between state statutes and
federal securities laws. This issue is just beginning to develop, so
employers should stay tuned.

Keep Employees Informed Through Training Sessions
Next, employers should reinforce these policies with training. Employees will more likely follow the company policy if they
understand the potential legal risk. Employers can deliver training
through formal meetings or through e-mails notifying employees of
the updated policy and the reasoning behind it. Requiring employees to acknowledge receipt of this policy in writing may help ensure
that they have reviewed the new policy. Employers should also
remind employees periodically about the company policy. Furthermore, it is suggested that employers consistently enforce the policy.

Understand Local Laws
In general, states that have enacted social media legislation
restrict employers from requesting usernames and passwords for
social networking sites such as Facebook, LinkedIn, Twitter, and
MySpace from applicants and employees. However, there are subtle
inconsistencies among the states’ laws. Differences in states’ laws
typically turn on the types of social media it covers, the nature of
the prohibited conduct, and the exceptions to the prohibitions.19
Companies that conduct business in more than one state should
be aware of the differences between different states’ laws to “avoid
inadvertently running afoul of them.”20

Suggestions for Employers
This section proposes four straightforward suggestions for
employers to avoid lawsuits and improve hiring practices. First,
employers should adopt or update social media policies. Second,
employers should be prepared to defend their hiring practices in
court. Third, employers should train employees about relevant
social media laws. Fourth, employers should understand the varying
extent of different states’ laws.
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Conclusion
Phishing social media websites can likewise lead to bad press,
litigation, and possibly liability. Thus, while the benefits of using
social media are clear, requesting applicants’ and employees’ social
media login information is not recommended. When in doubt, contact your attorney. 
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