HOW THE GOVERNMENT WILL DECRYPT YOUR IPHONE
BY DAN TERZIAN
Through
you.
The
government will decrypt
your iPhone by forcing
you to do it
Well, that’s what the
government will try to
do. It’s the only real
option. Absent a statute
mandating
a
government backdoor
or
an
investigation
yielding a password, law enforcement typically can’t
access the data stored on an encrypted phone.1
Few cases address whether the government can
constitutionally force you to decrypt your phone. And
those that do reach mixed results. Some apparently hold
it’s always allowed; others clearly hold it’s usually barred
under the Fifth Amendment Self-Incrimination Clause.
The Massachusetts high court falls in the former group;
the Eleventh Circuit the latter.
But which group is “right”?
I submit that the right answer should be that forced
decryption is always constitutional. Here’s why.
*

*

*

Two things are beyond debate. First, the government
can force you to provide fingerprints.2 Which the
government can then use to unlock your phone.3
Except, a fingerprint alone won’t always unlock it, such

as when “more than 48 hours have elapsed from the last
time” your iPhone was unlocked.4
Second, the government can’t make you provide an
alpha-numeric password. In oft-repeated dicta, the
Supreme Court recognized that the government can
“force[] [you] to surrender a key to a strongbox
containing incriminating documents,” but it can’t force
you “to reveal the combination to [a] wall safe.”5 A
password is essentially a combination, so the
government can’t force you to produce it.6
*

*

*

Now on to the debatable: can the government force you
to decrypt your phone? For two reasons, it should.

First, forced decryption should be constitutional
because it’s a foregone conclusion.7 The government
can compel production of anything where it sufficiently
knows that the sought item exists (i.e., its existence is a
foregone conclusion).8
Courts have divided on how this foregone conclusion
doctrine applies to forced decryption. Some courts
clearly hold that the government must know of “a certain
file” on a phone before it can force decryption.9 Yet other
courts appear to hold that knowledge of an individual file
isn’t necessary, and the government need only know
that general unencrypted data exists on the phone.10 In
turn, the government always knows this when it sees an
iPhone’s password prompt.11 So the government can
always force you to decrypt your phone under this
approach.
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None of these courts explain why they adopt their
respective approaches. Nor do they even acknowledge
their splitting with others.
Regardless, the courts requiring knowledge of
unencrypted data should have the better argument. The
foregone conclusion doctrine requires that the
government have “knowledge of . . . the actual
documents, not the information contained” within a
document.12 Accordingly, when the government
subpoenas “all documents . . . relating to . . .
calendars,”13 the government must know that the
calendar exists—not of any potential entries in the
calendar.14
The same goes for encrypted iPhones. The government
shouldn’t need to know what particular files are
contained within the unencrypted iPhone. All it needs to
know is that an unencrypted iPhone exists. Which it
knows by seeing a password prompt that it can’t crack.
Thus, the unencrypted iPhone’s existence should be a
foregone conclusion, and the government should be
able to force you to decrypt your phone.
Second, forced decryption should also be allowed
because the government can force you to perform
physical acts.15 This includes forcing you to provide
handwriting or voice samples, or to make a particular
gesture.16 By contrast, the government can’t force you
to say anything or undertake acts requiring substantial
mental effort.17 For this reason, the government can’t
make you search eleven broad categories of documents
and then produce 13,000 responsive pages.18

decryption is the latter.19 In reaching this conclusion,
these courts reason that decrypting a hard drive
“certainly use[s] the contents of [the respondent’s] mind
. . . .”20 These courts also rely on the key-combination
dicta already discussed: “A password, like a
combination, is in the suspect’s mind, and is therefore
testimonial.”21
Yet this reasoning is at least partially erroneous. The
key-combination dicta should be irrelevant. It’s about
producing unlocking mechanisms, not about producing
an unlocked safe. Plus, pre-digital dicta on safes—which
can always be cracked—should hold little sway in the
context of unbreakable encryption.22 Surely the Court
did not intend its dicta originating in 198823 (when stateof-the art was a 386 with a .02 GB hard drive) to resolve
this issue.
Moreover, to the extent this dicta is relevant, it indicates
that forced decryption is constitutional because of the
minimal mental effort involved. Remembering and
entering a password requires no more mental effort than
remembering a key’s location and producing it.24
Conclusion
And that’s why, IMO, forced decryption should be
constitutional: because the unencrypted hard drive’s
existence is a foregone conclusion, and because forced
decryption is a physical act.

In this dichotomy of physical acts and testimonial
communications, three courts have held that forced
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